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Onpepenenns

B HacTosieM NOKyMEHTE HCTIONB3YIOTCSA CIIEMYIOINe TEPMUHBL ¥ MX OIPEAEICHHUS.

ABTOMATH3HPOBAHHASl CHCTEMa — CHCTEMa, COCTOAIIAas W3 IEPCOHANA M KOM IUIEKca
CpEeJICTB aBTOMAaTH3AllMK €r0 JEATELHOCTH, pealu3ylonias HHGPOPMAIMOHHYIO TEXHOJOTHIO
BEIIOJIHEHHUS yCTAHOBICHHBIX )YHKITHHA.

AyTenTHQHKAIMS OTHPABHTEIS JaHHBIX — MOATBEPXKIEHHE TOTO, YTO OTIPABHTENH
TOJIyYCHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

be30nacHOCTL NEPCOHATBHBIX JIAHHBIX — COCTOSIHHE 3allMIIEHHOCTH NEePCOHANBHBIX
AaHHBIX, XapaKTepU3yeMoe CINOCOOHOCTBIO IONb30BaTelielf, TEXHHYECKMX CPEICTB U
MHGOPMAIMOHHBIX TEXHONOTHH 00eCHe T KOHGUAEHIMATEHOCTD, LEJIOCTHOCTD U ndcrynnocm
NEPCOHANPHBIX JAHHBIX IpH HX 00paboTke B HHAOPMAIMOHHBIX CHCTEMAx IIEPCOHATBHBIX
JaHHBIX.

Bromerpuveckne mnepconalibHble JAaHHBIE — CBEJCHHS, KOTOPHIE XapaKTEPH3YIOT
¢u3nonornyeckre OCOGEHHOCTH 4ENOBEKA H HA OCHOBE KOTOPHIX MOXHO YCTAHOBHTB €ro
JNUYHOCTh, BKMOYas ¢ororpaduu, oTnevaTks naibies, o6pa3s ceTUaTKH I71a3a, OCOOEHHOCTH
CTPOCHHA TeJNa U JAPYTYIO NoA06HYI0 HHPOPMAIIHIO.

BiokupoBanne NeEPCOHANLHBIX [AHHBIX — BpPEMEHHOE MpeKpallieHHe cGopa,
CHCTEMAaTH3alliM, HAaKOIUICHHS, HCIIONIF30BAHHUS, PaclPOCTPaHEHHs, IEPCOHANBHBIX JAHHBIX, B
TOM 4YHCIIE X NepeayH.

Bupyc (kKoMObIOTEpHbIH, NPOrpaMMHLIN) — HCIOIHAEMBIH NMPOrpaMMHBINA KO WJIHN
MHTEPIPETHPYEMblii HaOOp MHCTpYKUMH, o6JIamarompii CBOMCTBAMH HECAHKIMOHHPOBAHHOTO
pacnpocTpaHeHHs ¥ caMoBocTipousBeieHus. Co3aHHble Ty6IIKaThl KOMIIBIOTEPHOTO BHPYCa HE
BCET/ia COBNAJAIOT C OPHUIHHANOM, HO COXDaHSIOT CIHOCOOHOCTP K  JajbHedIemy
PacmpoCTPaHEHHIO H CAMOBOCIIPOU3BEACHHIO.

BHyTpeHHssl npoBepKa — NMpPOBEPKA COCTOSHMS 3aIUUTHI MHOOPMAIMHM, B TOM YHCIE
HEPCOHAIBHBIX AaHHEIX, B MBOY «KCCOIl».

BpexonocHas mnporpamma — nporpaMma, NpeqHAa3HaYeHHas /s OCYIIECTBJICHHS
HECAaHKIMOHHPOBAHHOTO JOCTYIA U (M/M) BO3AEHCTBUS Ha NEPCOHAJIbHEIE NaHHbIE MM PECYPCHI
HHQOPMAIMOHHOM CHCTEMBI IEPCOHATILHBIX JAHHbIX.

BenoMoratenpHBIe TEXHHYECKHE CPEICTBA M CHCTEMBI — TEXHHYECKHME CpEACTBA U
CHCTEMBI, He NpeIHa3sHAYCHHBIEC M epefadn, o6paboTKH U XpaHEHHS NMEPCOHAIBHBIX JAHHEIX,
YCTaHaBIIMBAEMbIC COBMECTHO C TEXHHYECKHMH CPEIACTBAMH M CHCTEMAaMH, IIpedHa3HAYEHHBIMH
s o0palOTKM IEPCOHANBHBIX MNAHHBIX WIM B IOMEMIEHWSX, B KOTOPhIX YCTAHORJEHEI

HHGOPMALMOHHBIE CHCTEMBI IEPCOHANBHBIX JAHHBIX.



foctyn B  onepanMOHHYI0 cpely KOMObiOTepa (MH(OPMALMOHHON CHCTEMBI
NEPCOHAIBHBIX JAHHBIX) — IIOyYCHHUE BO3MOXHOCTH 3allyCKa HA BBIOJHEHHME LITATHBIX KOMAHII,
yHKIWH, IPOUERYp ONEPAIMOHHOM CHCTEME! (YHUYTOXKEHHUS, KOMMPOBAHHSA, NEPEMEILCHH U T.IL.),
HCTIONHAECMBIX (aiiIoB PHKIAIHBIX IPOrPAMM.

Hoctyn x HH$pOpMAaIyH — BO3MOXXHOCTB IOJTyYeHHs HH(OPMAIUH H €€ HCIONB30BaHMSL.

3aknao4HOe YCTPOMCTBO — MEMEHT CPESCTBA cheMa MH(MOPMAIHH, CKPBHITHO BHEIPSEMBI
(3aK1anpBAcMBIi WM BHOCHMBIM) B MECTa BOSMOXHOIO CheMa HHQpOpMAuH (B TOM 4HCIE B
Orpaxk/icHHe, KOHCTPYKIIHIO, 000PyIOBaHHE, IIPEAMETHl HHTEpbepa, TPAHCIIOPTHEIE CPENCTBA, 4 TAIOKE B
TEXHHYECKUE CPEICTBA M cHCTEMBI 00paboTku HHGOpMaLHK).

3amumaemas uH(popmamus — HHOOPMAIS, SBISIOUAACS HPEAMETOM COOCTBEHHOCTH H
NoyIexKammas 3alre B COOTBETCTBHY ¢ TPeOOBAHMAMH IPABOBBIX JOKYMEHTOB UM TPeGOBAHUSMIL,
YCTaHABIIMBAEMBIMH COOCTBEHHHKOM HH(pOPMAIIHH.

Wnenmuduxanma — nprcBoeHne cyObekTaM U 0OBeKTaM JOCTyNa MIeHTHHKaTopa H (W)
CpaBHEHHE NPEIBABIIIEMOrO HACHTH(HKATOPA C IIEPEYHEM IPHCBOCHHBIX MAEHTH()HKATOPOB.

HNndopmaTuBHLLI CHIHAJI — JIEKTPUYECKHE CUIHAIIBI, aKyCTHYECKHUE, JIEKIPOMATHHTHBIE K
npyrvie (Qu3MyecKue NOL, 1O IapaMerpaM KOTOPBIX MOMKET OBITh PacKpeITa KOHGUICHIMATbHAS
vHpopMaiws (IEPCOHANBHEIE JAHHBIE) o0pabarsBacMas B MH(POPMALMOHHOH CHCTEME IIEPCOHABHBIX
JAHHBIX.

Hudopmannonnas cucreMa nepcoHadbHbIX Aanubix (UCIAn) — uHpopManmoHHasd
CHCTEMa, NPENCTaBIAOmas CoOOH COBOKYMHOCTh NEPCOHANBHBIX JAHHBIX, COAEPKAIIUXCA B
Oase maHHBIX, a TakXKe MHOOPMAMOHHBIX TEXHONOTHI M TEXHHYECKHX CPEICTB, IO3BOJISIONIHX
OCYIIECTBIIAITE  00pabOTKYy TAaKMX MEPCOHANBHBIX JAHHBIX C MCIOJb30BAHMEM CPENCTB
aBTOMATH3allMH KK O€3 HCTIO/IBb30BaHMs TAKHX CPEICTB.

HudopmanuoHnbie TEXHOIOIHH — TPOLECChI, METOB! MIOKCKA, cOopa, XpaHeHus, 06paboTKy,
TIPCAOCTARJICHHS, PacTIpOCTPaHEHH HH(MOpMAIMK U CIIOCOObI OCYIIECTBICHHS TaKHUX IIPOIECCOB H
METO/IOB.

Mcnosib30Banne NMEPCOHANLHBIX JAHHBIX — JSHCTBHS (OIEpalUu) C nepCOHaJILHHMﬁ
JAaHHBIMH, COBEPINAEMBIE OIEPAaTOPOM B LEJSX NPUHATHUSA PEIICHHH HIM COBEPINCHHS HHBIX
JEHUCTBHH, MMOPOXKIAIOMUX IOPHINYECKHE OCIECICTBUSA B OTHOIICHUH CyOBEKTa MEePCOHATBHBIX
JAaHHBIX WM JPYTHX JdI Ju00 MHBIM 00pa3oM 3aTpardBalolNX MpaBa U CBOOOIBI cyOBeKTa
HEPCOHANBHBIX JAHHBIX WA APYTHX JIHIL.

HMcrounnk yrpo3n1 6esonacHocTr MHpOpMamm — CyOBeKT JOCTYIA, MaTepHATbHBIA 00BEKT
WM (QH3MUECKOE  SIBJICHHE, SBLTOLNECS INPUYMHOM BO3HMKHOBEHHS Yrpo3bl 0€30MacHOCTH

uHpopmanum.



Konrtposmpyemas 3082 — npocTpaHCTBO (TEppUTOPHSL, 31aHHE, YacTb 3/1aHHs, [IOMEICHHAE), B
KOTOPOM HCKIFOYEHO HEKOHTPOIMPYEMOE IpeObIBaHME NOCTOPOHHHX JIHIL, @ TAKOKE TPAHCIIOPTHEIX,
TEXHUYECKMX Y MHBIX MaTepHATbHBIX CPEICTB.

KonpuieHuMaibHOCTD NEPCOHATHLHBIX JAHHBIX — OOS3AaTeNbHOE IS COOJHONEHMs
ONEpaTopoOM WM HHBIM MOMYYHMBIIMM JOCTYN K IEPCOHAMBHBIM JAHHBIM JIMIOM TpeOOBaHME He
JOIyCKaTh UX PacTIpOCTpaHeHHe Oe3 Cornacks CyObeKTa NEPCOHATHHBIX JAHHBIX HIH HATHYHA HHOIO
3aKOHHOTO OCHOBAHWSL.

MexcereBoii 3Kpan — JIOKaTbHOE (OTHOKOMIIOHEHTHOE) WM (yHKIHOHATLHO-PACIIpe/ieIcHHOS
NpOrpaMMHOe  (IIPOrPaMMHO-ANIIApaTHOE) CPEICTBO  (KOMILIEKC), pEalM3yIOee KOHTPOIb 3a
vHbOpManMe, mocTynarome#i B HHQOPMAIFIOHHYIO CHCTEMY II€PCOHANBHBIX NAHHBIX M (VIH)
BBIXOJUILEH M3 MHPOPMAIIMOHHON CHCTEMBL.

Hapymurenb (e30nacHOCTH NMEPCOHANBHBIX AAHHBIX — (DU3MYECKOE IO, CTYYaiHO WM
NPEAHAMEPEHHO COBEPLIAIONICE NEHCTBUS, CIEACTBHEM KOTOpHIX SBISICTCS HapylleHHe Oe30mMacHOCTH
TNEPCOHATBHBIX JIAHHBIX NPH MX 00paloTKe TEXHHYECKHMH CPEICTBAMH B MH(OPMAIMOHHBIX CHCTEMAX
NEPCOHATHHBIX JIAHHBIX.

HeaBromaTusupoBannas 0o0pa0oTka mNepCOHAILHBIX AAaHHBIX — 06paboTka
IIEPCOHANBHBIX JAHHBIX, COAEPKAIMXCS B MHGOPMAIIMOHHOM CHCTEME nepconanLHHx JAHHBIX
MO0 M3BICYEHHBIX M3 TaKOM CHCTEMBI, CUMTAaeTCS OCYHIECTBICHHON 0€3 MCIONb30BAHHUS
CPEACTB aBTOMATU3alUM (HEABTOMATH3MPOBAHHOH), €CIIM TAKME NEHCTBHA C IEPCOHATHHBIMH
JaHHBIMM, KaK HCIOJIb30BaHHE, YTOYHEHHE, PACIPOCTPAHEHHE, YHUYTOXEHHE MEPCOHATBHBIX
AAQHHBIX B OTHOIICHHMH KaXKIOTO M3 CYOBEKTOB IIE€PCOHANBHBIX JAHHBIX, OCYLIECTBISAIOTCS MPH
HEMIOCPEACTBCHHOM YJacTHH YeIOBEKA.

HenexsiapupoBannbie  BO3MOXKHOCTH —  (YHKIMOHATIGHBIE — BO3MOXHOCTH — CPEJCTB
Bb[MHCIMTENBHOM TEXHUKH, HE OIUCAHHbIE WK HE COOTBETCTBYIOLIME OIMCAHHBIM B JIOKyMEHTAITHH, TIPH
HCIIOJb30BaHMM  KOTOPBIX BO3MOXKHO HApylleHHE KOHGHICHIMATGHOCTH, JOCTYIHOCTH WM
LIETIOCTHOCTH 00palbarsBaeMoii HHYOpMaIKH.

HecaHKIMOHMPOBAHHBLIH  MOCTYN  (HECAHKIMOMMPOBAHHBIE AEHCTBHSA)—  JIOCTYII K
HH(OpMalMy WM JeHCTBHA ¢ MHQOpMalHel, HapylIAONWE NpaBWIa PasTPAHMYEHMS IOCTyIA C
HCIIONB30BAHMEM  INTATHBIX  CPENCTB, IMPENOCTABISEMBIX HH(OPMAIMOHHBIMM  CHCTEMAMH
NIEpCOHANIBHBIX JJAHHBIX.

Hocurens unopvannn — ¢u3Hyeckoe JIIO WIH MATEPHATBHBIA OOBEKT, B TOM HHCIE
rsudeckoe mone, B KOTOPOM HH(OpPMalWs HAXOZWT CBOE OTP@KEHHE B BUJE CHMBOJIOB, OODa3OB,

CHTHAJIOB, TEXHMYECKUX PELICHMA W IIPOIECCOB, KONMIECTBEHHBIX XapaKTEPHCTHK (PH3MUECKHX

BCJIMYHH.



O6e3MYHBaHHEe TEPCOHANBLHBIX [aHHBIX — JCHCTBHSA, B pe3ylbTaTe KOTOPBIX
HEBO3MOXHO OIIPEAECINTh NPHHANICKHOCTh NMEPCOHATBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHANBHBIX JaHHBIX.

O0paboTka NepcOHANBLHBIX JAHHLIX — JIeHCTBHS (ONEpauiy) ¢ IepPCOHATEHBIME JaHHBIMY,
BKJIOYas COOp, CHCTEMATU3AlMIO, HAKOIUICHWE, XpaHEHWe, yTOYHEHHE (OOHOBIIEHHE, M3MEHEHME),
HCIIOJIE30BaHKe, PaclpoCTpaHeHHe (B TOM 4YMCNEe Iiepefiady), oOe3JMuMBaHue, OJIOKHpOBaHUE,
YHHYTOXXEHHE NEPCOHATBHBIX TAHHBIX.

Ob0menocrynupie mnepcoHAJbHbIE NAHHBIE — IIEPCOHANBHBIE JAHHBIE, JOCTYII
HEOrpaHUYeHHOr0 Kpyra JMIl K KOTOPBIM HPENOCTaBJIEH C COracHs CYObeKTa MepPCOHAIBHBIX
JaHHBIX WM Ha KOTOPBIE B COOTBETCTBHH C (eACpalibHBIMH 3aKOHaMH HE PaclpOCTPaHAETCS
TpeboBaHUe COOMOIEHUS KOHPUAESHUNAILHOCTH.

Onepatop (nepcoHa/bHBIX JAHHBIX) — FOCYJaPCTBEHHBIA OpraH, MyHHIMNATHHBI OpraH,
IOPHIMYECKOE WM  (u3HYecKoe JHILO, OpraHmsyiollee M (WIM) OCYLIECTBISIOmEE 06paboTKy
NEPCOHATBHBIX aHHBIX, & TAKKE ONPENEIIONME e M ColepaHue 00OpabOTKH IE€PCOHANBHBIX
JIAHHBIX.

Texuuueckne cpeacTsa HHPOPMAUHOHHOMN CHCTEMBI MEPCOHAIBLHBIX JAHHLIX — CPENICTBA
BBIMHCIIMTENbHO#H TEXHHUKH, HH(OPMALMOHHO-BEMUCIMTENHBIE KOMIUIEKCHI H CETH, CPELICTBA M CHCTEMBI
nepefiayd, npueMa M obpaborxm II/ln (cpenctBa M CHCTEMBI 3BYKO3AINCH, 3BYKOYCHUIEHMS,
3BYKOBOCIIPOM3BE/ICHUS, NECPETOBOPHBIE M TEJCBU3MOHHBIE YCTPOWCTBA, CpECTBA H3TOTORJICHHS,
THPaXHAPOBAHUS JOKYMEHTOB M JAPYTHE TEXHMYECKHE CpeACTBA 0OpabOTKM peveBOM, rpaduyecKoi,
BANeO- U OykBeHHO-IM(pPOBOH MHPOPMAIIH), IPOTPAMMHBIE CPEICTBA (OIEPALMOHHBIE CHCTEMEL
CHCTEMbI YNpAB/IeHHS 0OasaMH JAHHBIX M T.L), CPEICTBA 3alUTHl MH(pOPMAIMH, NPHUMEHSIEMLIE B
MH(POPMAIMOHHBIX CHCTEMAX.

Ilepexsar  (undopmanmm)—  HenpaBOMEpHOE  MOJNyYeHHe  HMHYOPMAUMH  C
HCIIONb30BaHUEM TEXHHYECKOTO CpPEICTBA, OCYINECTBIAIONIEro OOHapy)XeHHE, MpPHEM H
06paboTky HHGOPMATHBHEIX CHTHAIOB.

Ilepconanbuble JaHHBIE — Mo6as HHGOpMalHs, OTHOCAIAACS K OIPENEIEHHOMY HIH
ONpeneNsieMOMY Ha OCHOBaHHHM Takod HHpopManuu ¢m3udeckoMy nHuy (CyOBekTy
IEPCOHANBHBIX AaHHBIX), B TOM YHCIIE €r0 (paMUIMs, HMS, OTYECTBO, IO, MECHII, 1aTa U MECTO
pOXIEeHHUS, ajpec, CeMeHHOe, COLMalIbHOE, HMYIIECTBEHHOE IIOJIOXKEHHE, OOpa3oBaHHeE,
npodeccus, J0XObl, Apyras HHGOPMALU.

IloTHKA «4MCTOr0  CTOMA» — KOMIUIEKC OPraHU3allMOHHBIX  MEPONPHATHI,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alKUCHIBAHHA Ha OyMakHbIe HOCHTENH KJIIOYEH W aTpuOyTOB

1oCTyna (aposei) 1 XpaHeHHUs UX BOJIH3U 00BEKTOB JOCTYIA.



Iloan3oBaTens HHPOPMANMOHHON CHCTEMBI HEPCOHANLHBIX NAHHBIX — JIHIO,
y4acTByromee B (GyHKIHOHMPOBAHHA WH(GOPMALMOHHOM CHCTEMBI IIEPCOHATBHBIX NAHHBIX HITH
UCTIONB3YIOIEE PE3yIbTATHI €€ HYHKIIMOHUPOBAHHSL.

IIpaBuna pasrpaHH4eHHsi JOCTYNA — COBOKYIHOCTBH IIPABHJI, PETJIAMEHTHPYIOIIHX
IpaBa I0CTyIa CyOBEKTOB JOCTYIA K O0BEKTaM JOCTyma.

IIporpaMmuas 3aKIaaKa — KOJ IIPOrPaMMBI, [IPETHAMEPEHHO BHECEHHEIA B IPOrPaMMY C
LENbI0 OCYINECTBUTH YTEUKY, HM3MEHHTh, OJOKMPOBATh, YHUYTOXHTb HMHQPOPMAIMIO HIIH
YHUYTOXXHTE M MOAUGHMIHMPOBATE HPOrpaMMHOE obecreueHHe HWH(POPMALHOHHOH CHCTEMEI
NEPCOHANBHBIX NAHHBIX U (MJIM) GIOKMPOBATH anmapaTHbIE CPEICTRA.

IIporpammHuoe (mIporpaMMHO-MaTeMaTHIECKOE) Bo3JeiicTBHe —
HECAaHKIMOHUPOBaHHOE BO3NEHCTBHE Ha pPECYpCHl aBTOMATH3UPOBAaHHOM HH(OPMAIHOHHOM
CHCTEMEI, OCYIIECTBIIIEMOE C HCIIOB30BAHMEM BPEJOHOCHBIX POrPaMM.

PacKpeiTHE NEPCOHAJBHBIX JAHHBIX — YMBIIUIEHHOE HIM ClYyYaiiHOE HapylleHHe
KOH(HUICHINAEHOCTH NEPCOHANBHBIX JAaHHBIX.

PacnpocTpanenne mepcoHANbHBIX JAHHBIX — JCHCTBUs, HANpaBJICHHBIE Ha Mepeavy
NEPCOHAPHBIX JAHHBIX OIPEJEIEHHOMY KPYyTy JIHI (IIepesiadya NEPCOHANIBHBIX JJAHHBIX) HIIH Ha
O3HaKOMJIEHHE C MEPCOHANBHBIMH JAaHHBIMH HEOTPAaHHYEHHOrO Kpyra JIMI, B TOM YHCIIE
o0HapofioBaHHe MNEPCOHANBHBIX NaHHBIX B CPEACTBAX MACCOBOM MH(OpPMALMH, pasMEIICHHE B
HHQOPMAIIMOHHO-TEICKOMMYHHKAIIHOHHBIX ~ CETSX WM INPeNOCTaBIeHME  J0cTyna K
IEPCOHAIBHBIM JaHHBIM KaKHM-JTH00 HHBIM CIIOCOGOM.

Pecypc nndopmManHoHHONH cHCTEMBI — HMEHOBAaHHBIA  3JIEMEHT  CHCTEMHOIO,
TPUKJIAJHOTO HIIK aNliapaTHOro obecrneyeHus GpyHKIHMOHUPOBAHUA MH(OPMALIHOHHON CHCTEMBI.

CoeunnanbHple  KaTeropmH MNEPCOHAIbLHBIX JAHHBIX — IIEPCOHAIBLHBIC JAHHEIE,
KacaloIyecs  pacoBOM, HAUHMOHANLHOM  IPUHANNECKHOCTH, IOJHTHYECKHX  B3IJIA/IOB,
PENMIHO3HEIX MM (HIOCOQCKUX YOEXKNEHHHM, COCTOSHHSA 3[0POBbH M HHTHMHOM JKH3HH
CyOBbeKTa IEPCOHANBHBIX JaHHBIX.

Cpencrea BbIMHC/IHTENbHOH TEXHHKH — COBOKYIIHOCTH IIPOIPAMMHBIX M TEXHHYECKHX
NEMEHTOB CHCTEM 00pabOTKM JaHHBIX, CHOCOOHBIX (PYHKIMOHMPOBATh CaMOCTOSTEILHO HIIM B
COCTaBE APYI'MX CHCTEM.

CybnexT nocryna (cy0beKT)— JIHIIO WIH IPOLECC, NEHCTBHS KOTOPOTO PErIaMEHTHPYIOTCS
IpaBHJIaMH pa3rpaHHyYeHHs JIOCTYIIA.

Texnuyecknii KaHaJ yYTeUKkH HHGpOpPMaMM — COBOKYIHOCTH HOCHTENs HMH(OpMALK
(cpenctBa 0GpaboOTKH), (PH3HMUECKOH CpeIB! PacIpOCTpaHEeHHs HHPOPMATHBHOIO CHTHATA M CPEICTB,

KOTOPBIMH JOOBIBAcTCs 3allyIaeMast HHGopMamns.



Tpancrpannynas mnepegadya NePCOHAILHBIX JAHHBIX — Iepefada MEPCOHATBHBIX
JaHHBIX onepaTtopoM 4epes I'ocynapcrsennyto rpanuiy Poccuniickoit @enepanuu oprany BIacTu
MHOCTPAaHHOTO FOCYJapCTBa, (GH3MYECKOMY MM IOPHAHYECKOMY JIMIly HHOCTPAHHOTO
rocyapcTaa.

Yrpose! 0e30naCHOCTH NEPCOHANLHBIX JAHHBIX — COBOKYIHOCTh YCJIOBHH M (DakTopo,
CO3IAIOMMX ONACHOCTE HECAHKIIMOHUPOBAHHOIO, B TOM HMCIIE CIY4YaifHOro, ZOCTYIA K IIEPCOHATHHBIM
JAHHBIM, PE3YIILTATOM KOTOPOTO MOXKET CTarb YHUYTOXKEHHE, H3MEHEHHE, GIIOKHPOBaHKE, KOIMPOBAHHE,
PacrpoCTPaHEHUE NEPCOHATBHBIX [AHHBIX, a TAKKE MHBIX HECAHKIMOHMPOBAHHBIX NEHCTBHI IIPH MX
06paboTKe B HHPOPMAIHMOHHOM CHCTEME IIEPCOHATBHBIX JAHHbIX.

YHHYTOXKEHHE NEPCOHANLHBIX JAHHBIX — ICHCTBHs, B PE3y/bTaTe KOTOPHIX HEBO3MOYKHO
BOCCTAHOBHTL COJCPXKAHHE IEPCOHATBHBIX IJAaHHBIX B HH(OPMAIMOHHOW CHCTEME IIEPCOHATBHBIX
JaHHBIX WM B PE3y/IbTATe KOTOPBIX YHUYIOXKAKOTCS MaTEpHaIbHBIE HOCHTENH II€PCOHAIBHBIX
JaHHBIX.

Yreuka (3ammmaemoii) MHGOPMALMH N0 TEXHMYECKHM KAHAIAM — HEKOHTPOIHMPYEMOE
pacipocTpaHerke HHGOPMAIMU OT HOCKTE 3alliAIaeMoi HH(OpMaIK Yepe3 (H3HUecKyIO Cpery A0
TEXHUYECKOTO CPEICTBA, OCYILECTBISIONIETO IEpEXBAT HHPOPMALIUH.

Ys3BUMOCTb — C€1a00CTh B CPENCTBAX 3allINTHL, KOTOPYIO MOXHO MCIONB30BATh IS
HapYIICHUs CHCTEMBI WIH COZIEpyKallieiics B Hell nH(opMarim.

IenocrHocTs HH(OPMAIMHM — COCOOHOCTH CPEJICTBA  BBIMHCIUTE/TLHOM TEXHUKH WIH
aBTOMATH3UPOBAHHON CHCTEMBI OOECTIEYMBATh HEM3MEHHOCTh MH(OPMALMM B YCJIOBHAX CIIyYaifHOTO
W/WITH IIPEIHAMEPEHHOTO HCKAKEHMS (Pa3pyIIEHH).

O06o3HaueHus M COKpaUleHUs

APM — aBToMaTH31poBaHHOE paboyee MECTO

WUCII/Ts — nrdopManiionHas crcTeMa NepCOHANbLHBIX JAaHHBIX

K3 — konTpoimmpyemas 3ona

JIBC — nokapHast BEIYUCTATEBHAS CETh

MD — mexcereBoit skpan

HCJI — HecaHKIIMOHUPOBaHHBIA IOCTYTI

OC - onepanmoHHas cucreMa

ITJ1H — nepcoHaBHBIC TaHHEBIE

TIMB — nporpaMMHO-MaTeMaTHYECKOE BO3IEHCTBHE

IO — nporpammHoe obecriedenne

CA3 — cucteMa aHanM3a 3alHIIEHHOCTH

C3H — cpeacTa 3amuTsl HHGOPMAIHH

C3I1/1n — cucreMa (OACHCTEMA) 3AIIUTHI IEPCOHATILHBIX JAHHBIX



COB — cucreMa 00Hapy eHHS BTOPKEHMIHA

VYBII/1H — yrpo3b1 6€30IacHOCTH IEPCOHALHBIX JAHHBIX

Beenenne

Hacrosimas Ilomutuka umadopmanuonnoii Gesomacuoctu (manee — ITomuruka) MBOY
«KCCOII» (manee — mxona), paspaboTaHa B COOTBETCTBUH ¢ TpeboBanusaMu PenepaabHOro
3akoHa oT 27 wmroma 2006 r. Ne 152-03 «O mnepcoHaNbHBIX AAHHBIX» H IOCTAHOBJICHHS
llpaBurenscta Poccniickoit @enepammu ot 01.11.2012 Ne 1119 «O6 yrsepsaennn TpeGoBaHuii
K 3allUTe¢ MEPCOHAIbHBIX MaHHBIX IpH HMX 00paboTke B HHPOPMAIMOHHBIX CHCTEMAax
HEPCOHATBHBIX JAHHBIX).

B IlonurHke ompenenens! TpeboBanus K nepconany UCIIJIH, cTeneHb OTBETCTBEHHOCTH
HepcoHaia, CTPYKTYpa M HEOOXOMMMBIX YpPOBEHb 3aIUINEHHOCTH, CTATyC H JOJDKHOCTHBIE
O0s3aHHOCTH COTPYIHHKOB, OTBETCTBEHHBIX 3a ObecmeveHMe Ge30IaCHOCTH MNEPCOHATBHBIX

nausbix B UCTI/IH mKosibL.
1. O6mmue mosoKeHHUn
Lensto HacTosmeii ITomutuky sBisercs obecriedeHne 6e30acHOCTH 0OBEKTOB 3aIMThI
IIKOMBL OT BCEX BHIOB YIPO3, BHEHMIHMX M BHYTPEHHUX, YMBIIUICHHBIX W HENpPEIHAMEPEHHBIX,
MUHHMHM3AIHSA yep6aoT BO3MOXKHOM peanmu3armu yrpo3 Oesonacuoctu [1In (nanee — YBITIn).
Be30onacHOCTP  NEpCOHANBHBIX  JAHHBIX  JOCTHTAeTCs  NMyTeM  HCKIIOYECHHS
HECAaHKI[MOHMPOBAHHOI0, B TOM WHCIE CIy4alflHOro, JOCTYNa K IEPCOHATBHBIM AAHHBIM,
Pe3y/IbTaTOM KOTOPOro MOXET CTaTh YHHYTOXEHHE, H3MEHCHHE, OIOKMPOBaHHE, KOIIMPOBAHHE,
pacrpocTpaHCHHUE MEPCOHAIBHBIX JAHHBIX, @ TAKXKE HHBIX HECAHKIIMOHUPOBAHHBIX JACHCTBHH.
Mupopmanus ¥ CBA3aHHBIE C Hel pecypchl MOIDKHBI OBITh JOCTYNHEI JUIS
aBTOPH30BAHHBIX MOJIb30BaTENeH. JIOIDKHO OCYLIECTBIATHCS CBOEBPEMEHHOE OOHApYXEHHE M
pearuposanue Ha YBII/IH.
JOJDKHO ~ OCYINECTBIATECA IPENOTBpAleHHe INPEJHAMEPEHHBIX MM  CIy4aiHbIX,
YaCTHYHBIX WK IOJHBIX HECAHKIIHOHMPOBAHHEIX MOUGHUKANUN MM YHHYTOXKECHHS JAHHBIX.
2. Obaacrsb aeiicTBHSA
Tpebopanna nacrosmeit [ToMUTHKH pacpoCTpaHSIOTCS HA BCEX COTPYIHHKOB LIKOJNBI
(INTaTHBIX, BPEMEHHBIX, PabOTAIOIMMX [0 KOHTPAKTy H T.IL), a TaKXKe BCEX IPOYMX JIHIL
(moIpsSTUMKH, Ay TUTOPEI H T.I1.).
3. CucreMa 3aIIHMTBI IEPCOHATBHBIX JAHHBIX
Cucrema 3amuTh! NEepcoHaNbHbIX AaHHBIX (C3I1/IH), CTPOMTCS Ha OCHOBAHHUH:
- 0T4€Ta 0 pe3yJIbTATaX NPOBEJCHHA BHYTPEHHEl MPoOBepKM;

- IEpeYHs IEPCOHANBHBIX NAHHBIX, NMOJICKAMHX 3aAMUTE;



- aKTa KJIaccupuKkanuu HHPOPMALHOHHOH CHCTEMBbI MEPCOHAIBHBIX JAHHDIX;
- MOJieJIM YIpo3 6e30nacHOCTH NMEePCOHAILHBIX JaHHbIX;
- pyxoBoasmux JokyMeHTOB @®CTIK u ®Cb Poccnu.

Ha ocHOBaHHH 3THX JOKYMEHTOB OIpeleNseTcs] He0OXOAUMBIH YPOBEHb 3alIMIIEHHOCTH
IM1a xaxoi MCIT/Ix muaucTepcTBa. Ha 0OCHOBaHMM aHaNM3a aKTyaJIbHBIX YIpo3 06€30MacHOCTH
IId1, ommcanHoro B Mogenu yrpo3 u Otdera O pe3yabTarax IIPOBEACHHS BHYTPEHHEH
IPOBEPKH, J€JIaeTCA 3aKIIOYEHHE O HEOOXOJUMOCTH HCHOJIB30BaHUA TEXHHYECKHX CPEJCTB U
OpraHM3allMOHHBIX MeponpusaTHii nans  ofecneueHuss Oe3zonacHoctu [IJ/[H. BriGpanHbie
HEOOXOAUMBIE MEPOINPHATHS OTPAXAIOTCA B IUIAHE IO 3ailuTe WHGOPMALMU U NMEPCOHATBHBIX
JaHHBIX B LIKOJE.

Jdna xaxnoit UCII[IH B 3aBHCHMOCTH OT TpeOyeMoro ypoBHs €€ 3aIUUINEHHOCTH H
aKTyaJbHBIX YIrpo3 JOJDKEH OBITb COCTaBIE€H CHHMCOK HCIOJIb3YEMBIX CPEICTB 3allUThI
(TeXHHYeCKHEe CpeACTBa 3alllUThl, NpPOrpaMMHOE obecredyeHue, CHeUMalIbHbIE KOMIUIEKCHI,
pealu3yIoLIe CPEACTBA 3aIUTHI), YCTAHOBJICHHBIX Ha Beex aneMeHTax UCI1/IH.

ChucoK HCIONb3yeMBIX CpEACTB 3alllUThl AOKEH IOJAEPKMBAaTBCA B aKTYalbHOM
cocTosiHMU. [Ipy M3MEeHEeHHH cocTaBa CPEICTB 3aIMUTHI COOTBETCTBYIOIINE U3MEHEHHUS JOJDKHBI
O6ITh BHECEHBI B CIIHCOK M yTBEPXKACHBI TUPEKTOPOM IIKOJIBIL.

4. TpeboBauus k noacucremam C3I1An

C3I1/I1 Bxiro4aeT B ce0d caeayIoue MoACHCTEMBI:

- yIpaBJIeHHS A0CTYIIOM, PErHCTPALIMH H Y4eTa;
- ofecrnieweHHs WEJOCTHOCTH M JOCTYNHOCTH;
- AHTMBHPYCHOMH 32N ThbI;
- MEXKCETEBOr0 IKPAHHPOBAHHA;
- aHAJIN3a 3ANHINEHHOCTH;
- o0Hapy’KeHHA BTOPKEHHIH;
- KpUOTorpajgpuyeckot 3almnThl,
- OPpraHM3alHOHHBIX Mep,
-pusuyeckoit 3aMTHI

IMoacucremsr C3I1JJH uMeOT pasnuuHblii (QYHKIMOHAT B 3aBUCHMOCTH OT KJjacca
HCIIn, onpeneneHHOro B AKTe KiaccHbHKaMMUHGOPMAIIMOHHON CHUCTEMBI MEPCOHANBHBIX
mannbiX. CpeacTBa 3alUMTHI, peau3yomue GyHKIHOHAT KaX/I0H U3 MOJCHCTEM, JIOJDKHBI ObITh
OIIMCAHBI B NepeYHe NMPHMEHSEMBIX CPECTB 3aIIUTHI MH(POPMAIIUH U YTBEPKAEHB! TUPEKTOPOM

IKOJIBI.

4.1 Iloacucrema ynpaBJieHHS JOCTYNIOM, PETHCTPALIHH H YY€TA



Hoxcucrema ympaBieHHsS JOCTYIIOM, PErMCTpallAM M ydYeTa MpeAHa3HadeHa Ui

peanu3anuy CIeAYIOMMX QyHKIHIA:

- HIeHTHGHKANMH U NPOBEPKA NOLITHHHOCTH cy0beKTOB J0cTyna npu Bxoxe B UCIIIn;

H[leHTﬂ(l)HKaHﬂH TCPMHHAJIO0B, Y3JI0B CCTH, KaHAJIOB CBA3H, BHCHOIHUX yCTPOﬁCTB mno

JJOTH1€CKHM HMEHAaM;

HICHTH(PUKAMHE TNPOrpaMM, TOMOB, KaTAJIOroB, ¢aiiioB, 3anmcel, moneii 3amuceit mo

HMeHaM;

perucTpanuH Bxoaa (Bbixoaa) Cy0BLeKTOB JocTyma B cHCTeMy (M3 CHCTEMBbI), JIHGO

pPerucrpanus 3arpy3ku H HHHIIHAJIN3AlIMH onepaunomloii CHCTCMbBI H €€ 0CTAHOBA.

PCTHCTPAllHH IMONBITOK AO0CTYyIIA HPOrpaMMHBLIX CpeacTB (nporpaMM, npoueccos, 3anat,

3aJaHii) K 3alHIaeMbIM ¢aiiiam;

PErucTpalui IMOMBITOK JOCTYIIA NMPOrpaMMHBIX CPEACTB K TCpMHHAJIaM, KaHaJIaM CBfI3H,

nporpaMmam, ToOMaM, KaTajoram, ¢paiiaam, 3anucsam, MoJasAM 3aMMCEH.

Iloacucrema ympaBiIeHHs! DOCTYIIOM MOXET OBITh pealn30BaHa ¢ ITOMOIIBIO INTATHBIX
cpencts obpabotku I1J[H (onepannoHHBIX cucteM, npunoxenuit 1 CYBJ]). Taxxe MOXET ObITh
BHEJPEHO CHCHHAIBHOC TEXHHYECKOE CPEACTBO HMIM HX KOMIUIEKC OCYLIECTBJISIOINE
AONONHATENbHBIE MEPHI 110 ayTeHTH(HKAUMH U KOHTpomo. HampuMmep, mpuMeHeHMe eIMHBIX
XpaHWIMII  yYEeTHBIX 3alMCEd  MOJb30BaTeNell M PErHCTPAllHOHHON  HMH(OpMAIHH,
HCIIOJIb30BaHHE OHOMETPMYECKHX M TEXHHYECKHX (C MOMOIIBIO JIEKTPOHHBIX IIPOILyCKOB) MEP
ayTeHTH(HUKAIMH U JPYTHUX.

4.2 Iloxcucrema oGecnevdeHns HeJOCTHOCTH M JOCTYIHOCTH

Iloncucrema obecriedeHMs LENOCTHOCTH M JOCTYIHOCTH IpeAHA3HAYeHa  JUId
obecrieyeHns LETOCTHOCTH M HOCTyHHOCTH I1/[H, OpOrpaMMHBIX M anIapaTHBIX CpEJCTB
UCIln MMHWCTEPCTBA, a TAaKKe CPEACTB 3alUMTHl, HPH CIYYalHOM MIM HaMEpEHHOR
MoaudUKaKH.

IlogcucremMa peanusyeTcs ¢ NOMOWIBIO OpPraHHU3alliM  PE3EPBHOTO  KOMMPOBAHMS
00pabaTbiBaEMBIX JaHHBIX, & TAKXKE Pe3ePBHPOBAaHHMEM KITIO49eBBIX dneMenToB MCTI Ix.

4.3 IloacucTeMa AaHTHBHPYCHO# 3aIIUTHI

IloncucreMa aHTUBHPYCHOH 3alIMTHI NpeAHa3HaveHa [Uis 0OECTCUeHHs aHTHBHPYCHOM
3amMTel cepBepoB 1 APM nonw3oBareneit UCITJ[H mKosl.

Cpencrtsa aHTMBHDYCHOHM 3alUMTBI NPEJHA3HAYEHBI I peaTd3alMH  CICAYIOMMX

GyHKUHI:

~ Pe3UACHTHBIH AHTHBHPYCHBIH MOHMTOPHHT;

- AHTMBHPYCHOC¢ CKAHMPOBAaHHE;

- CKPHIT-0JIOKHPOBaHME;



- UEHTPAJIHN30BAHHYIO/Y/JAJICHHYI0 YCTAHOBKY/IEeHMHCTA/UISIIMI) AHTHBHPYCHOIO NPOAYKTA,
HaCTPOMKY, aAMHHHCTPHPOBAHHE, IPOCMOTP OTYETOB H CTATHCTHYECKOIH HHpOpMAIHH MO
padoTe NpoayKTa;

- aBTOMATH3HPOBAHHOE 00HOB/IeHHEe AaHTHBHPYCHBIX 0a3;

- OrpaHNveHNe IIPaB MOJIbL30BATE/IS HA 0CTAHOBKY HCHOJNHSEMbIX 32124 ¥ H3MEHEHMSI HACTPOEK
AHTHBHPYCHOI'0 IIPOrPAMMHOI0 o0ecrevennsi;

- aBTOMAaTHYEeCKHIi 3a1TyCcK cpa3y mocJe 3arpy3KH OnepanHuoHHoM CHCTEMBI.

Iloncucrema peanusyeTcs TyTeM  BHENPEHHS  CIEHUAIBHOTO  AHTHBUPYCHOTO
nporpaMMHoro obecnedyenus Ha Bce ayieMenTsl UCITJIH.

4.4 TloacHeTeMa MEKCETEBOr0 IKPAHMPOBAHHUS

IMoacucTeMa MEKCETEBOrO SKpPAaHHPOBAHMS NTPeIHA3HAYCHA VIS PEATH3AUY CIIEAYIOIMX

GyHKIMIHA:

¢unbTpannm oTKpeITOro H 3amudpoBanHoro (3akpuitoro) IP-rpaduxa mo caexyromum

nmapaMmerpam,;

¢puKkcanMy BO BHYTPEHHHMX *KypHaJIaX HHPOPMAIMH O HPOXOASMIEM OTKPLITOM H 3aKPhITOM

IP-Ttpaduxe;

HIEHTHQHKAIMH M AaYTEHTHPHKANMIO AJIMHHHCTPATOPA MEXKCETEBOr0 JKpaHA IpPH €ro

JIOKAJ/IBHBIX 3aIpoCcax Ha JO0CTYII;

perucTpanud BXoJa (BbIX0Ja) AJMHHHCTPATOPA MEKCETEBOI0 JKpaHa B CHCTeMy (U3
CHCTEeMBI) JH00 3arpy3KH H HHHIHAIH3ALMH CHCTEMBI U €¢ MPOrpaMMHOr0 OCTAHOBA;

- KOHTPOJIfl eJTOCTHOCTH CBOEH NporpaMmMuoil 1 HHPOPMALHOHHOI YacTH;

- GuILTPaLHH NAKETOB CJIYKeOHBIX MPOTOKOJIOB, CJIYKAUIMX JJIsi AHATHOCTHKH H YNPaBJIeHHSs
paboToii ceTeBBIX YCTPOICTB;

- ¢nabTpammH ¢ y4eToM BXOJHOIO H BBIXOJHOr0 CceTeBOr0 uHTepdelica Kak CpeacTBo
NPOBEPKH NMOAJIHHHOCTH CETEBBIX aPecoB;

- PErHCTPAIHH H Y4€Ta 3aNPAMHBAEMbIX CEPBHCOB PHKJIAHOr0 YPOBHS;

- 0JIOKHpOBaHHA [J0CTYNAa HEMICHTH(GHMUHMPOBAHHOI0 00BbEKTa WIH Cy0beKTa, MONIHHHOCTD
KOTOpPOro MNpH AaYTeHTHQHKANMH He MNOATBEPAWIACH, METOAAMH, YCTOMYHMBBIMH K
nepexsary;

- KOHTPOJI11 32 CeTeBOH aKTHBHOCTBIO NPHJIOKEHHIT H 00HAPYKeHHS CeTeBBIX aTAK.

Iloncuerema  peanusyeTcss BHEAPEHHEM  IIpOrpaMMHO-aNlapaTHBIX — KOMILJIEKCOB

MEXCETEBOro dKpaHupoBanus Ha rpanuile JICB, xiaccoMm He HHXe 4.

4.5 IloacucTeMa aHAJIH3A 3AIUIMEHHOCTH



IloncucremMa aHanm3a 3aIMINEHHOCTH, JOIDKHA 00ECIEUHBATE BHISBICHUA YSI3BUMOCTEH,
CBA32HHBIX C ommOkamu B Kon¢urypamun [10 HCII/IH, KOTOpEE MOTYT GHITH HCIOJB30BAHEI
HapyIIUTeIeM A/ peaM3alMi aTaki Ha CUCTEMY.

OYHKIHOHAN NOACHCTEMBI MOXET GBITh PEalM30BaH NPOrPAMMHEIMH H IIPOrpaMMHO-
annapaTHbIMH CpPEJICTBaMH.

4.6 Iloncncrema oOHAPYXKEHHS BTOPKEHHI

Iloncucrema o6HapyxeHHs BTOpXeHHMH, NOIKHA OGECTICUHMBATD BBHISBIEHHE CETEBEIX
arak Ha onemeHThl HCII[lH nomkimodeHHBle K ceTAM OOMEro IOJb30OBAHHS M (unm)
MEXIYHapOHOTO 0OMeHa.

DYHKIHOHA MOJCHCTEMBI MOXeET OBITh peaTu30BaH IPOrpaMMHEIMH M IIPOrPaMMHO-
annapaTHBIMH CPEICTBAMH.

4.7 Illopcucrema xpunTorpaduaeckoi 3aMMHTLI |

Ioncucrema kpunrorpadmueckoii 3ammuThr NpeHa3Ha4YeHa s uckmodenus HCJ x
3amumaeMoit unpopmaruu 8 UCIIIn MHHHCTEPCTBA, NpH €€ NepeJayd [0 KaHalaM CBS3HU
cerelt 00IIero MoNbE30BaHus U (HITH) MEXITYHapoIHOro oOMeHa.

Iloxcuctema peanusyercs BHempenus KPHITOrpahuYECKUX MPOrpPaMMHO-ANIAPaTHBIX
KOMILIEKCOB.

4.8. IlogcucTeMa OpranM3anMOHHBIX Mmep

[foncucreMa opraEmM3amUOHHBIX MEp NpenHasHaueHa IV DeaaM3alhy ClIELYIOMHX
QYHKITHIA:

- MCPOIPHUATHH 1O CO3JaHHIO HOPMATHBHO-METOIOJOTMYECKON 6a3k (pa3paboTka
TIOJIOKEHUH, HHCTPYKIHI U APYTUX PYKOBOASIIEX JAOKYMEHTOB) 3amuThi [1]]x;

- MCpONpHUATHH 10 BHEIPEHHIO, aKTyalH3aUHH | KOHTPOJIIO 33 HCIIOJHEHHEM
TpeOOBaHMUI HOPMATHBHO-METONOJIOTHYECKOH Ga3bl 110 3aITHTe uHbopmanuy u I1)]x;

- BHECCHHE HEOOXONMMBIX H3MEHEHMH M JOMOJHEHHHl BO BCe OpraHu3aIlMOHHO-
PacnopsAMTENbHbIE TOKYMEHTBI;

- CO3JJaHHC TOIpPA3NENICHUA 3alIMThl MHGOPMAUHMH M Ha3HAYEHHS OTBETCTBEHHBIX 3a
obecnieueHne HHPOPMATUOHHOM GE30IACHOCTH.

IloxcuctemMa opraHM3aUMOHHBIX Mep HeoOXomuMa IS OGecIeveHHs addexTrBHOrO
TIPHMCHEHUS MEp ¥ CPEICTB 3ALIMTEI B YaCTH, Kacaiomeics periaMenTauy JeHCTBHIT Jojeit, u
MOXET OBITh PEATH30BaHA COBOKYIHOCTBIO HOPMaTHBHO-TIPABOBBIX JTOKYMEHTOB, IIPHHATHIX B
HIKOJIE.

4.9. Iloacncrema ¢pu3ndecKkoit 3amuTLI

IToncncrema dm3mueckoll 3amuTEl mnpeHasHauYeHa IS peanM3aluy  CIeayIomuX

GyHKIwMiL:



- YCTAHOBJICHHE PEXHMMHBIX, BPEMEHHBIX, TEPPHTOPHANBHBIK, NPOCTPAHCTBEHHBIX
OTPaHMEHUH Ha YCJIOBHS UCIIONb30BAHMSA M OPAIOK PaboThl OGBEKTa 3alUTHL,

- KOHTPOJIb IOCTYIA B 371aHUSA H IIOMELLEHHUS,

- HPENypeKACHIE HECAHKIIMOHHPOBAHHOTO IIPOHHKHOBEHHS HA TEPPUTOPHIO;

- YCTaHOBKA KOHTPOJIBHO-IIPOIYCKHOTO PeXUMa B MHHHUCTEPCTBE;

- OXpaHa TEPPUTOPHU OOBEKTA 3aIUKUTHI U HAGIIOIEHHE 3a Hell;

- Pa3JIMYHBIE CUCTEMBI 3aIIHPAIOIIMX YCTPOHCTB, MKahOB M XPaHHMIIHLII.

- pa3paboTKa, BHEAPEHHE i IPUMEHEHHE CHCTEMBI BUIEOHAGTIONCHS .

IloxcucremMa (u3MYecKOR 3aIIUTHI MOXeET OBITH peaM30BaHa IMyTEM MPHMEHEHHS
OPTaHH3allMOHHEIX MCPONPHUATHH H COBOKYIIHOCTH CPEICTB, CO3JIAIONIHX TPENSTCTBHS JUIS
TPOHHKHOBEHHA HIIH IOCTYNa HEYTIOTHOMOYEHHBIX (PH3NUECKHUX JTHIT K OGBEKTY 3aILATHL.

S. Toas3oBaresn UCTIAH
B UCII/lH MuHHCTEpCTBA MOXHO BBUIENHTD CIEYIOIIUE TIPYNNBl IOJB30BATEIIEH,
y4acTByIoIuX B 00paborke u xpanenunu I1/1x:
- apMuHucTparop UCIT I H;
- aJIMUHHUCTPATOp 6€301MacHOCTH;
- oneparop APM;
- alIMMHHCTPATOP CETH;
- TeXHHECKUH CTICNHAIUCT 110 00CITYKUBAHHIO TIEPHDEPHIHOTO o6opynoBaHus;
- IporpamMMucT-paspabotanx MCIT)]x;
- AIMHHHCTPATOp CPEACTB KPHITOrpahuuecKoii 3aiuTel HHGOPMAIHHY.

JlaHHBlE O Ipymmax IONB30BATENAX, YPOBHE HX nocryna M MHGOPMHPOBAHHOCTH
OHpENCISIOTCA  MONOXEHWEM — OpAasTPaHAYEHMH IIpaB  JOCTYHa K  0GpaGaThIBAEMBIM
NCPCOHANBHBIM  NaHHBIM. VYKa3aHHBIE PONHM HECKONBKAX TIPYHI IMOJB30BaTeNel MOTYT
BBIIIONIHATHCSA COBMECTHO (OAHOBPEMEHHO HIIM IIOCIENOBATENHHO) OJHEM M TEM K€ UYEIOBEKOM
WK 00CITy XXHBaroLIei opraau3anyeit.

5.1 Anmuancrparop HCII{n

Anmuauctpatopom UCIIJH sBiseTcs cOTpymHHK MHHHCTEPCTBA, OTBETCTBEHHBIH 3a
HACTPOHKY, BHEApeHue u conpoBoxaenue VICTI/IH, MM NHI0, BHIIOJHSIONEE €T0 0OS3aHHOCTH
(B TOM WHCIIE 1MIA CTOPOHHMX OPraHM3alMid, OCYIIECTBISIONMMX CBOH GYHKIMH Ha OCHOBAaHHHU
ABYXCTOPOHHErO JIoroBopa WM cornamenus). Amvunucrparop YHCIIJx ofecmeunBaer
(GYHKIMOHUPOBAHHE  TIOICHCTEMBI ynpasienus  poctynoM MCIIJlE w  ynonHoMouen
OCYWECTBJIATE NPEAOCTABICHHE W pasTpaHHYEHHE JOCTYla KOHEYHOro IIONb30BaTeNs
(Oneparopa APM) Kk a51eMeHTaM XpaHSIUM IIEPCOHAIbHBIE JaHHBIE.

Anvurgcrparop UCI(H o6nanaer cneayomum YPOBHEM JOCTYIIa M 3HAHHI:



- 0baanaer noymoi MHGOPMAIMEH 0 CHCTEMHOM M NPHKJIATHOM NPOrPAMMHOM o0ecreveHnH
HUCH n;

- 00/1ajaeT NOJIHOH MHGOPMaNHeli 0 TEXHHIECKHX cpPeACTBAX H KOH(HIYpanun HUCII 1n;

- HMMeeT [O0CTYNl KO BCEM TEeXHHYECKHM CpPeAcTBaM 00paGoTkm MHGOpPMAIMH M JAHHBIM
HUCH On;

- 001agaeT mpaBaMHM KOH(GUIypHPOBAHHA M AAMHHHCTPATHBHON HACTPOHKH TeXHHYECKHX
cpeacts UCIIAn.

AnMunaHnCTpaTOp 6€30nmacHocTH

AJIMHHHCTPaTOPOM O€30TIaCHOCTH SBIIAETCS COTPYAHHK MHHHCTEPCTBA, MM JIHIIO,
BRUIONHAIOMEE €ro 00s3aHHOCTM (B TOM 4YHCIE JIMOA CTOPOHHHX OpraHHM3allHii,
OCYIIECTBIIAIOMIHKX CBOX QYHKIHMH HAa OCHOBAHHMH JBYXCTOPOHHETO JOrOBOPA HJIH COTJIALICHH),
OTBETCTBEHHBIH 3a QyHkumonuposanue C3IIJlH, BKmMoOuYas o6CTyXHBaHHE U HAacTpoHKy
aJIMMHUCTPATHBHOH, CEPBEPHON M KIIMEHTCKOM KOMIIOHEHT.

AIMHHHCTpATOp 6€30IaCHOCTH OONAfaeT CEAYIONIMM YPOBHEM IOCTYIIA M 3HAHMIA:

- obnamaer npasaMu Anmunuctparopa MCIIIx;

- o6s1azaer nonHoi nHGopmanueit 06 UCII/x;

- MMECT NOCTYINl K CPEACTBAM 3alUTH MHQOPMAaLMM W NPOTOKOIMPOBAHUS H K YacTH KIFOYEBBIX
anemenToB UCIIu;

- HE MMEET IIpaB JOCTyna K KOHGUIypHPOBAHHIO TEXHHYECKHX CPEJCTB CETH 3a HCKIIOYEHHEM
KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX).

AnMuHECTpaTOp 6€30MaCHOCTH YIIOJHOMOYEH:

- Pealu30BbIBATE MONHTHKM OesomacHocTd B yacT Hactpoiiku CK3U, MeceTeBBIX SKpaHOB H
CHCTEM OOHApyX€HHs aTaK, B COOTBEICTBHM C KOTOPHIMH IIONB30BATENb (Oneparop APM)
TNI0JTy4aeT BO3MOXHOCTE paboTaTh ¢ snemeHraMu UCII/Ix;

- OCYIIECTBIIATH AyAUT CPEACTB 3allUTHI;

- YCTaHaBIUBaTh JIOBEPHTENILHBIC OTHOLICHUS CBOEH 3aIIMINCHHOM CETH C CETAMH JAPYTHX OPTaHOB
MCIIOJTHHTENBHOM ~ BNACTH, WX  IIOABEJOMCTBEHHBIMH  YUPEXIEHHAMH, a  TaKKe
B3aUMOJICHCTBYIOIMMYE BEJOMCTBAMH M OPraHM3alMsIMH.

5.2 Oneparop APM

Oneparopom APM sBjisteTcs COTPYAHHK IIKOJBI, OCYMECTBIMOMuH 06pa6otky I1/[H.
ObpaGotka I1/lH BKTIOYaeT: BO3MOXKHOCTH mpocMoTpa IIJ[H, pyunoit Beox IIJ[H B CUCTEMY
UCIIls, dopmupoBanMe CIpaBOK M OTYETOB MO HHGOPMAINH, MONYYEHHOH W3 UCTI.
Oneparop He HMeeT MONHOMOYHMM [/ YNpAaBICHHS NOACHCTEMaMH OGDaGOTKM NAHHBIX W
C3I1/dn.

Omneparop APM o6nanaer cieayromum ypoBHEM JOCTYIIA M 3HAHHIL



- objlajaeT BceMHM HEOOXOAMMBIMH aTpHOyTaMu (nampuMep, mapoJiem), obecre4HBaIOUIHMM
AOCTYI K HEKOTOpOMY noamMHoxectBy I1/In;
- PacmoJiaraeT KOHPHACHUMAILHBIMH NAHHBIMH, K KOTOPbIM HMeeT XOCTYIL
AIMHHHCTPATOP CETH
AJIMUHUCTPaTOPOM  CETH  SBISIETCS  COTPYJHHK  INKONBL, OTBETCTBGHHENA 32
(GyHKIHMOHHpPOBAaHUE  TEJEKOMMYHHMKALMOHHOM  IIOACHCTEMBI UCIIlH, numbo mmno,
BBIIONHAIOIIEE  €r0  OOA3aHHOCTH (B TOM 4YHCIe JIMIA CTOPOHHHX OpraHU3aIWi,
OCYIIECTBIISIONIMX CBOH (DYHKIMH Ha OCHOBAHHMH JBYXCTOPOHHETO JOTOBOpa WM COTJIAICHHUS).
AIMHHHCTPAaTOp CETH HE HMEET NMONHOMOYHIi JUI4 YNPAaBNEHHs NONCHCTEMAaMH O6pabOTKH
JaHHBIX U 0€30MMacHOCTH.
AIIMHHHCTPATOp CeTH 067TaNaeT CICAYIOIMM yPOBHEM JOCTYIIA U 3HAHMIL:
- 0011a/iaeT YacThIO HHPOPMALMH O CUCTEMHOM M IIPHKIALHOM nporpaMmMHoM obecrieuennn UCIT/Ix;
- 0bnazaeT yacTei0 MHGOPMALUE O TEXHMYECKHX CPEICTBAX U koH¢urypamuu UCIT/Ty;
- MIM€eT (YU3MYECKHH JOCTYN K TEXHHYECKMM CpENCTBaM oOpaGoTKH HH(OpMaIMK U CpencTBaM
3alIUTHI,
- 3HAET, 110 MEHBIIEH MEPE, OJTHO JIETATBHOE UM JOCTYIIA.
5.3. TexHHYeCKHIi CIENHATHCT N0 06C/IYKMBAHHIO NepH(EPHITHOro obopynoBanust
TexHMYECKUM CHENMATUCTOM 10 0GCIY)KHBAHHIO SABISETCS COTPYIHHK MHHHCTEpCTBa,
OCYIIECTBIAIOMNHA 00CIY)KMBaHKE U HACTPOHKY mepudepuitHoro o6opynopanus UCII/Ix, 6o
IO, BBMONHSAIOMEE €ro OOS3aHHOCTM (B TOM YKCJIE JIMIA CTOPOHHMX OpraHH3aIHii,
OCYIIECTBIIAIOMKX CBOM (yHKIMM HAa OCHOBAHHH JBYXCTOPOHHETO JIOTOBOpA HJTH COTJIAIICHNUS).
Texuuyeckuit cienmanycT 1o 06CIyKMBaHUIO HE UMEET JocTyma K I1JIH, He MMeeT MOMHOMOYH
AUIS YIIpaBJICHUSA MOACHCTEMaMH 06pabOTKH JaHHBIX M 6€30aCHOCTH.
TexHuyeckuit cnenUatuCT Mo 06CIyKUBAHAIO 06NANAET CIEAYIONEM YPOBHEM JOCTYIIa
H 3HaHUM:
- obnazaer 4acTbio HHGOPMAIHK O CHCTEMHOM H IIPHKJIAIHOM IIPOrPAMMHOM 00€CIIeYeHHH UCI Ik
- 00J1a1aeT YacThio MHGOPMAIIMH O TEXHHIECKHX CPEJCTBaxX U Kon(uryparuu UCIIx;
- 3HaeT, 110 MEHBIICH Mepe, OJHO JIeraJlbHOe UM JOCTYIIA.
5.4. Ilporpammucr-paspaboraux UCIIIn
IporpamMMucTEI-pa3paboTInKy (mOCTaBIIUKH) IIPUKJIAJHOTO HPOrPaMMHOIO
obecrieyenns 0OECIIEINBAIOT €ro CONPOBOXICHAE HA 3alIumacMoM obsexte. K nanHoi rpynie
MOTYT OTHOCHTBCS KaK COTPYHMKH LIKOJIbI, TaK H COTPYXHUKH CTOPOHHHMX OPraHM3aIuii.

Jluno stoi#i kareropuu:

- obnanaer uHdopmanmeit 06 anropuTMax u nporpaMmax 06paboTky HHGOpPMALHEK Ha NCIIx;



- oOmamaer BO3MOXHOCTAMH BHECCHHS OWMOOK, HE JEKIAPHUPOBAHHBIX BO3MOXHOCTEH,
IpOrpaMMHBIX 3aKJIaJOK, BPEIOHOCHBIX MporpaMM B Iporpammuoe obGecneuyenue VCIIJJH Ha
CTanMH ee pa3paboTKH, BHEAPEHHS U COMPOBOXKICHHMS;

- MOXeET pacnojararh Jo0bMH (parMeHTaMu HHbOpManuu o Tonosnorud MCIIJIH u TexHuuecKux
cpeactax 06paboTku u 3ammthl I1/1H, o6pabaTteiBaemeix B UCIT/IH.

AZMAHHCTPATOP CpencTB KpunTorpaduyeckoi 3ammtsr uadopmanuu (CK3H)

AIIMHHHCTPAaTOpOM ~ CPEACTB  KpunTorpadgudeckod sammutel  uHbopMamun(CK3H) smnﬂercsi
COTPYIHHK MHHHUCTEPCTBA, WK JIMIO, BBINOJHSIONIEE €ro OOA3aHHOCTH (B TOM YHCIE JIHIA
CTOPOHHHMX OpraHH3alHid, OCYHMIECTBIIAIOMMX CBOM (YHKIMH Ha OCHOBaHMH JBYXCTOPOHHEIO
J0rOBOpa HJIH COTJIAIIEHHU), 00eCIeYHBAIOIINH KOPPEKTHOE U Ge30nacHoe QpyHKIMOHHPOBAHHE
M OKCIUTyaTallMio CpeJICTB Kpunrorpapudyeckod 3ammrel uHbopmanun (CK3H). Taxxe
apmuHucTpaTop CK3U 3anuMaeTcs BBIpaGOTKOM COOTBETCTBYIOMIMX HHCTPYKIMH H 3HAKOMHT C
HHMH TOJIb30BaTeNiel  CpeAcTB  Kpunrorpabpuyeckod 3amutel uHpopMaumu (CK3M),
KOHTPOJMPYET —paboTOCHOCOOHOCT M COOMIOACHHE IpPAaBUJ  OKCIUIyaTalldd  CPENCTB
KpHrrrorpaduyeckoit 3amuthl nadopmarmu (CK3H).

Anmunucrparop CK3H obnagaer cienyromnM ypoBHEM JOCTYNA H 3HAHHIA:

- obnajaer MoNHOW HMHQpOpMAanMed O CHCTEMHOM M INPHUKJIAJHOM HNPOTPAMMHOM OOECIICYCHHH
NUCII g,

- obnanaet nonHo# HHGOpMAIHEH 0 CpelcTBaX KPHITOrpagHuecKoi 3auTH HHPOPMALIHH;

- IMEET JIOCTYII KO BCEM CPEJICTBaM KpHITorpapuyeckoit 3amursl nupopmarmuy ganasm UCIJIx;

- olnagaer 1npaBaMH KOH(HIYPHPOBaHHA M  aJMHHHCTDATMBHOM HACTPOWKH CPEICTB
Kpunrorpaduyeckoi 3amuTel HHGOpMAaIIHH.

Tpebopanus k nepconary mo obecnedeHuo 3amuTh I1/]H

Bcee coTpynuuku mxonsl, sBisromuecs nons3osarensmu UCITH, TOMKHBI 4eTKO 3HATH
H CTPOro BBINOJHATH YCTAHOBJCHHBIC NPaBHMIa M 00S3aHHOCTH IO JOCTYIY K 3allHINAacMbIM
00BeKTaM M COOJIIOJEHHIO IPUHATOTO pexuma Gesonacrocta I1J]H.

Ilps BCTyUIEHHH B IOMKHOCTH HOBOTO COTPYAHHMKA HENOCPEACTBEHHBIH PYKOBOIUTENH
NOApa3/ieNiecHuss, B KOTOpPOEe OH IIOCTyNaeT, O0sf3aH OpraHM30BaTh €ro O3HAKOMJIEHHE C
JOIDKHOCTHON HMHCTPYKUHMEH H HEOOXONMMBIMH JOKYMEHTAMH, PpETIaMEHTHPYIOIHMH
TpeboBanuss mo sammre I1/[n, a Takke oOydyeHHe HaBBIKAM BHIOTHEHHS IPOLEAYD,
HEOOXOMMMBIX /ISl CAHKIIHOHHPOBAHHOIO HCToNb30oBanus UCIIIIH.

CotpymHuk gomkeH ObITh O3HAKOMIEH CO CBEJCHHMAMH HacTosmel [lonuTHKw,
NPHUHATHIX mpoueayp paboTs! ¢ sneMentamu UCITu u C3I1/H.

CoTpy AHMKHM IIKOJIEI, HCTIONB3YIOIHE TEXHUYECKHE CPEACTBA Ay TEHTHMUKALHH, JOIDKHBIL

obecreynBaTh COXPaHHOCTH HACHTHHUKATOPOB (NEKTPOHHBIX KMoyei) i He nomyckars HCJI k



HHM, a TaKXe BO3MOXHOCTb MX YTEPH HMJIHM HCIOJIb30BAaHHSA TPETHMMH JHIAMH. [lonp3oBarenu
HECYT MEPCOHANIBHYIO OTBETCTBEHHOCTD 3a COXPAHHOCTh HACHTH(HHKATOPOB.

CoTpyIHHMKH LIKOJNEI DOJDKHBI CII€OBATh YCTAHOBJICHHBIM IIPOLEAYpaM MOAAEPXaHHUS
pexuma GesonacHocty I1JIH mpu BEIGOpEe M HCIONB30BaHHM MApOJIEH (€CIH HE HCHOMNB3YIOTCH
TEXHHUYECKHE CPEJCTBA ayTCHTH(HKALIMH).

CoTpyAHHKM MIKONBI NODKHBI OOECHEYMBATh HAIUIEKALIYIO0 3alIUTy 00OpYIOBAHMS,
OCTaBIIEMOro Ge3 MpHCMOTpa, 0OCOOEHHO B TEX CIy4YasX, KOrga B MOMEINEHHE HMEIOT JOCTYII
NOCTOPOHHKE JHIA. Bee monp3oBaTeny JOMKHBL 3HaTh TpeGoBaHMsa mo GesomacHoctd 1[0 u
HpPONEAYPHI 3alUTEI 000PYI0BaHUsA, OCTABIEHHOro 6e3 IPHCMOTpA, a TAKXKe CBOH 00SI3aHHOCTH
110 06€CTIEYEHHIO TaKOM 3aIlUTHI.

CoTtpynHuKaM 3ampemaeTcs yCTaHaBIHBaTh IIOCTOPOHHEE IPOrPaMMHOE 00eCIIeYeHHE, 1
3aNUCHIBATh HA HE3aPErMCTPHPOBAHHBIE HOCUTENH 3alUIIAEMYIO HHPOpMALHIO.

CotpyaHuKam 3ampernaeTcs pasriamars 3aliHiaeMyo HHYOPMAIKIO, KOTOpas CTajla UM
U3BECTHA iU paboTe ¢ ”HPOPMALMOHHBIMH CHCTEMAaMH LIKOJIBL, TPETHHUM JTHLAM.

IIpn pabote ¢ I1[Iln B UCIIJIH COTpyIHMKH IIKONBI 00A3aHBI O0OECIEYNTH OTCYTCTBHE
BO3MOXHOCTH npocMorpa I1/{H TpeTbuMu mnamMu ¢ MOHUTOPOB APM MM TepMHHAIIOB.

Ilpu 3aBepmenuu paborbl ¢ MCII[IH coTpymHuku oOs3anbl 3amututh APM  wim
TEPMHHAIBl C INOMOLIBIO OJOKMPOBKH KJIIOYOM MM 3KBUBAICHTHOTO CPEACTBA KOHTPOJIS,
HalpuMep, JOCTYIIOM I10 IIApOJII0, ECIIH HE UCTIONB3YIOTCA O0Jiee CHITbHBIE CPEICTBA 3aLIHUTHL

Cotpynnuku o0s3aHbl 0e3 mpomemieHHMss cooOmiaTe 000 BCeX HAOMIOMAaeMbIX HIH
IOJO3PUTENBHBIX citydasx paborel UCII/IH, Morymmx nosmneys 3a co60if yrpo3sl 6€30macHOCTH
IT/In, a Takxke O BBUIBICHHBIX HMH COOBITUSX, 3aTparWBaromimx OesomacHocTh I1JIH,
PYKOBOJCTBY ITOJApA3JENIEHHS H JIMIly, OTBEHAIOIEMY 3a HEMEAJICHHOE pearHpoBaHue Ha yrpo3bl
6e3onmacHoctH I1]1H.

6. Ilepnon peiicTBMA U NOPAAOK BHECEHUsT H3MEHEHHH

Hacrosmas Ilonutuka yTBep>xaaeTcs IpHKa30M IIKOJIBL

IonnTrka npusHaércs yrpaTHBIIEH CUTYy HAa OCHOBaHHMHM IIPHKa3a JUPEKTOpa IIKOJIBL.

N3menenus B ITonuTHKY BHOCATCS IPUKA30M AUPEKTOPA LIKOJIEBL.

V3MeHeHus BHOCATCS B CIIEAYIOIIUX CIyYasx:

- IpU U3MEHEHHH YKa30B ¥ 3akoHOB PD B o6nacTH 3amuTsl HHPOpPMALIUH;

- [IPYM H3MEHEHHH BHYTPEHHMX HOPMAaTHUBHBIX JTOKYMEHTOB (MHCTPYKLHMH, ITOJIOKEHMIH,
PYKOBOZCTB), KacaroLUXCs JaHHOU MOJIMTHKH;

- IpY MPOUCIIECTBMH U BBIABICHMHM HHIMIACHTa (MHIMIOCHTOB) IO HApyLIEHHIO

HH(bOpPMaUOHHON 6€30MacHOCTH, BJICKYyLIero ymepb mKone.



