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Onpeaenenns

B Hacrosiem J10KyMeHTe HCIIONB3YIOTCS CICAYIOIHUE TEPMUHBI H UX ONpeIeIeHHS.

ABTOMATH3HPOBAHHAS CHCTEMa — CHCTEMa, COCTOSINAA M3 TIEPCOHANa M KOM IleKca
CPEICTB aBTOMATH3AIUH €ro JAEATEIBHOCTH, pealusyromas HHOOPMAIMOHHYIO TEXHOJIOTHIO
BBINOJHEHUS YCTaHOBJICHHBIX (DYHKIHH.

AyTenTHQHKANNS OTOPABHTEJS AAHHLIX — MOATBEPXKIECHHE TOTO, YTO OTIPABUTEID
HOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3a5BJICHHOMY.

bezonacnocTe MEpPCOHANLHBIX AAHHBIX — COCTOSIHHE 3aLIMIICHHOCTH MEPCOHATLHBIX
JaHHBIX, XapaKTEPU3yeMOE CIOCOOHOCTBIO  IMOJb30BaTeNed, TEXHAYECKMX CpPEICTB M
HHPOPMaIMOHHBIX TEXHOJIOTHI 00eCIeYnTh KOHPHAECHIMAILHOCTD, LIEIOCTHOCTD ,udcrynnocn
NEPCOHANBHBIX JAHHBIX IPH HX 00paboTke B HHGOPMALMOHHBIX CHCTEMAaX HEPCOHANBHBIX
JTAaHHBIX.

bHomerpnyeckue nepcoHalbHbIe NAHHbIE — CBENEHHS, KOTOPHIE XapaKTEPHU3YIOT
¢usmonorudeckue OCOOEHHOCTH YeNOBEKa M HA OCHOBE KOTOPHIX MOXHO YCTAHOBHTH €TO
JMYHOCTh, BKIIOYasd ¢ororpaduu, oTmeyaTkdl naiblieB, o0pa3 CeTYaTKH Ija3a, OCOGEHHOCTH
CTPOEHHS TeNa U APYTyIo 10100Hy0 HH(pOpMAaIHIO.

BiokHpoBaHHe TNEpPCOHAJBLHBIX [JaHHBIX — BpEMEHHOE IIpeKpalneHue cbopa,
CHCTEMAaTH3allMM, HAKOIUIEHWs, HCIONB30BaHMSA, PaCIPOCTPAHEHHS, NEPCOHANBHBIX NAHHBIX, B
TOM YHCJIE X NEepeiadn.

Bupyc (kKoMnbloTepHBbIH, NMPOrpaMMHBII) — HCIOJHAEMBIH MPOrPAMMHBIA KO HIIH
UHTEPIIPETUPYEMbI Habop HMHCTPYKIMH, o6Najaroinuii CBOWCTBAMM HECAHKIIMOHHMPOBAHHOIO
pacnpocTpaHeHuss B camoBocnipon3BeieHns. Co3naHHbIe AyOIMKaThl KOMIIBIOTEPHOTO BUpyca HE
BCETJa COBIAJAlOT C OPWIHMHAIOM, HO COXPaHAIOT CHOCOOHOCTP K  JAJbHEHIIEMY
pacIpoCTPaHEHHIO X CAMOBOCIIPON3BEACHHIO.

Buyrpennsis nmpoBepka — IPOBEpPKAa COCTOSHHS 3aIIUTH MHQOpMALUH, B TOM YUCIE
IepcOHANBHBIX NaHHBIX, B MBOY «KCCOILl».

BpenoHocHas nporpamma — ImporpamMMa, IpeAHa3HadyeHHas Mg OCYIIECTBICHHSA
HECaHKIIMOHMPOBAHHOrO JOCTyNa U (M) BO3ACHCTBHA HA NEPCOHAIBHBIC JAHHBIE WM PECYPCHI
UH(POPMAIMOHHOM CHCTEMBI IEPCOHATBHBIX IaHHBIX.

BcnoMorareibHbIE TEXHHYECKHE CPEICTBA H CHCTEMBI — TEXHHYECKHE CPEACTBA H
CHCTEMBI, HE NpeIHa3HaueHHbIE LI nepeaaqy, oOpaboTKY U XpaHEHUs NEPCOHAIBHBIX JAHHEIX,
yCTaHaBJINBa€MbIE COBMECTHO C TEXHHYECKHMH CPEACTBAMH M CUCTEMaMH, NIPeAHA3HAUYCHHBIMU
i o0paboTKM NEepCOHAIBHBIX JAHHBIX WM B IOMEMIECHWSX, B KOTOPBIX YCTaHOBJIEHBI

MH(OpMAIMOHHBIE CUCTEMEI IIEPCOHANBHBIX JAaHHBIX.



foctynmn B OnmepanMOHHYI0 cpely KOMNbIOTepa (MH(OPMAIOHHOH CHCTEMBI
NEPCOHANBHBIX JAHHBLIX) — IONTyJEHHE BO3MOXKHOCTH 3allyCKa Ha BHIIOJIHEHHE IITATHBIX KOMAHI,
(yHKIH, NPOLENYp ONEPAIMOHHOM CHCTEMBI (YHHYTOKEHHS!, KONMPOBAHHS, [IEPEMEICHNS H T.IL.),
HCTIONHAEMBIX (aiiyIoB IPHKIIAJHBIX IIPOIPAMM.

Hoctyn k magopMammm — BO3MOXHOCTb Oy YeH s MHPOPMALHH 1 €€ HCIIOJIb30BaHHS.

3axutaiounoe ycrpoicTBO — 3NIEMEHT CPECTBA CheMa MH(OPMAIUH, CKPBITHO BHEIPSCMBIA
(3axnagpiBaeMbli WM BHOCHMBI) B MecCTa BO3MOXHOIO CheMa HMH(OpMalMH (B TOM UHCIE B
Orpak/ICHHE, KOHCTPYKIINIO, 000PYJ0OBaHHE, IIPEIMETEI HHTEPhEpa, TPAHCIIOPTHBIE CPEJICTBA, a TAIOKE B
TEXHMYECKHE CPEJICTBA K CUCTEMBI 00paboTK HHpoOpManuu).

3ampmaemas uHpopmamms — MHGOPMAIWS, JBISFOINAICS IIPEIMETOM COOCTBEHHOCTH M
TO/UTEeXKAllas 3allUTe B COOTBETCTBMM C TPeOOBAHMSAMM IPABOBBIX IOKYMEHTOB WM TPeOOBAHMSIMY,
YCTaHABIMBAEMBIMH COOCTBEHHMKOM HH(OpPMAIIHH.

Mpenmuduxanma — npucBoeHne CyObeKTaM M 00beKTaM I0CTyNa HaeHTH(HKATopa ¥ (IWIH)
CpaBHEHWE NPETBABIIIEMOr0 MICHTH(HUKATOPA C IEPEIHEM IIPHCBOSHHBIX HACHTHOHKATOPOB.

MndopmMaTHBHLI CHIHAI — EKTPHYECKHE CUTHAIIBL, aKYCTHYECKHE, /IEKTPOMATHUTHEIE H
npyrde (PM3MUECKHE IONH, 1O IapaMeTpaM KOTOPBIX MOXET ObITh pacKphITa KOH(HICHIMAILHAS
vr(popMalus (EpCOHANBHBIE JAHHbIEC) oOpabaThBacMast B MH(OPMAIMOHHOM CHCTEME NEPCOHATBHBIX
JAHHBIX.

Hudopmannonnas cucreMa nepconaabHbIX Janubix (UCIIJIH) — undopManuonHas
CHCTEMA, NPEICTaBIAIOMas COO0H COBOKYNMHOCTH IEPCOHAIBHBIX JIAHHEIX, CONEPKAIMXCS B
0a3e JaHHBIX, a TaKxke HHOOPMALMOHHBIX TEXHONOTHH M TEXHHYECKHX CPEJCTB, MO3BOJISIOIIMX
OCYIIECTBJIATh 00pabOTKy TaKMX IIEPCOHANBHBIX [JAaHHBIX C HCIIOJNB30BAHHEM CpPENCTB
aBTOMATH3alK WK 0€3 HCIIONB30BaHMU TaKHX CPECTB.

Hndopmamonnbie TeXHOIOTHI — IIPOIIECCH], METOIBI TIOMCKa, ¢Oopa, XpaHeHws, 00paboTKH,
TPENIOCTABIICHHS, PacTIpOCTpaHe s MHGOPMAIMH U CIIoco0BI OCYINECTBIICHHS TaKHUX IPOIECCOB U
METOMOB.

Hcnoip3oBaHHe NMePCOHANBHBIX AAHHBIX — JCHCTBHA (OIepaluu) HepCOHaJIBHBIMﬁ
JAHHBIMH, COBEpIIAEMBIE ONEPAaTOpPOM B LENAX MPHHATUSA PEIICHUN MIM COBEPUIEHHS WHEIX
JNEHCTBHUH, MOPOKIAAIOIUX IOPUINYECKHIE MOCTIEACTBIA B OTHOIICHUH CyOBEKTa IEPCOHATBHBIX
JAHHBIX WIM JPyTUX JUI Ju60 HHBIM 00pa3oM 3aTparMBalOIIXX IpaBa M CBOOOABI CyOBeKTa
IEPCOHANBHBIX JAHHBIX WIH JPYTHX JIVII.

Hcerounnk yrposel GesonacHocTd MH(popMAIM — CYOBEKT OCTYINA, MaTepHaBHBIA OOBEKT
WM (QU3MYECKOE SIBICHWE, SBISIOIMECS MPHYMHOM BO3HMKHOBEHHS Yrpo3bl 0e30HacHOCTH

uHpOpMaLUH.



Kontposmpyemas 30ma — IpocTpaHCTBO (TeppHTOpHSL, 3/AHME, YACTH 31aHNS, IOMEIIEHHE), B
KOTOpOM HCKIIIOYEHO HEKOHTPOJHpPYeMOe IpeObIBaHHE IOCTOPOHHHX JIML, a TAKXKe TPAHCIOPTHEIX,
TEXHHYECKHX M MHBIX MaTepPHATHHBIX CPEZICTB.

KonduaeHmmaIbLHOCTh NEPCOHATBHBIX AAaHHMBIX — OOM3aTebHOE [UI  COOONEHMS
ONEpPaTopoM WIM HHBIM MOJYYUBIIUM JOCTYN K NEPCOHATIBHBIM JAHHBIM JIMIIOM TpeGOBaHME HE

AOMYCKaTh MX paclpoCTpaHeHHe 0e3 corviacks CyOheKTa NEPCOHANBHBIX JAHHBIX WIM HATMYHSI HHOTO

3aKOHHOI'O OCHOBAHHS.

MeixcereBoii 3KpaH — IOKaTbHOE (OIHOKOMIIOHEHTHOE) FIH (DyHKIMOHATLHO-PACTIPE/IETIEHHOE
nporpaMMHOe  (IIPOTPaMMHO-AMIApaTHOE) CPEACTBO  (KOMIUIEKC), pPeAIM3yIomiee KOHTPOIb 32
uHpopMarmeH, TocTynaromeif B MHGOPMAIMOHHYIO CHCTEMY NEPCOHANBHBIX JAHHBIX H (IUIH)
BBIXOZAIICH M3 MHPOPMAITMOHHOM CHCTEMBI.

Hapymmrens 6e30MacHOCTH MEPCOHAILHBIX JAHHBIX — (H3MYECKOE JHIO, CIYYaiiHO I
NpCAHAMEPSHHO COBEpILIAIOIICE NEHCTBHA, CIICZICTBHEM KOTODHIX SBIIIETCS HapyIleHHe 0e30IacHOCTH
NEPCOHATBHBIX JAHHBIX MPH MX 00paboTKe TEXHMYECKUMH CPEACTBAMU B HH(OPMAIMOHHBIX CHCTEMAX
NIEPCOHATBHBIX JAHHBIX.

HeaBromaTusupoBanHas 00paloTka mNepCcOHANBHBIX JaHHBIX — 06paboTka
IICPCOHANBHBIX JAaHHBIX, COACPKAIIUXCH B MHYOPMAUOHHON CHCTEME hepconanbﬁmx IJAHHBIX
b0 H3BIECYEHHBIX M3 TAKOH CHCTEMBI, CUHMTAETCA OCYLIECTBIEHHOH 6e3 HCIONb30BaHHUS
CPEICTB aBTOMATH3alluHM (HEaBTOMATH3UPOBAHHOM), €CIM Takue NEeHCTBHS C IEPCOHATBHBIMU
JaHHBIMH, KaK MCIOJIb30BaHHE, YTOYHCHHE, PACIPOCTPAHEHHE, YHHYTOXKEHHE IIEPCOHATBHBIX
JaHHBIX B OTHOIICHHH KaXJOr0 H3 CyOBEKTOB NEPCOHAIHHBIX JaHHBIX, OCYLIECTBISIOTCS IPH
HEMOCPEACTBCHHOM YUaCTHH YEIOBEKa.

HenexnapupoBaHHbIe  BO3MOKHOCTH —  (QYHKIMOHQIBHEIE  BO3MOXKHOCTH  CPEJCTB
BBIYHMC/IUTE/BHOM TEXHUKH, HE ONHMCAHHBIE WM HE COOTBETCTBYIOLIHE OIMMCAHHBIM B IOKYMEHTAIH, TIPH
UCIONE30BaHMA  KOTOPBIX BO3MOXKHO HapyICHWE KOH(PMICHIMATBHOCTH, JOCTYIHOCTH WU
LENOCTHOCTH 0OpabaTbBaeMoil HHpOPMAIIHH.

HecaHKUMOHMPOBAHHBIA 10CTYN  (HECAHKIMOHMPOBAHHbIE JEHCTBHS)— JOCTYI K
vHpopMaImK WM AeiicTBHA ¢ HHGbopMauel, Hapylaroume MpaBia PasTPaHHYEHHs OCTyIa C
HCMOJB30BAHMEM  INTATHBIX  CPEACTB, IPENOCTAaBIEMBIX HMH(POPMAILMOHHBIMH  CHCTEMaMM
IICPCOHANBHBIX JaHHBIX.

Hocurens nnadopmanmm — QU3MYECKOE IO WIH MaTepHAIbHBIA OOBEKT, B TOM YHCIIE
¢rsudeckoe mone, B KOTOpOM HMHGOPMAIWsi HAaXOOUT CBOE OTP@KEHHE B BHJE CHMBOJIOB, 00pasoB,
CHTHAJIOB, TCXHWYECKMX DPCIICHMM M IIPOLIECCOB, KOJMYECTBEHHBIX XapaKTEPHCTHK (GH3MYECKUX

BCIINYHH.



O6e3myuBanne TNEPCOHANLHBIX JAHHBIX — JEHCTBHS, B pe3ylbTaTe KOTOPBIX
HEBO3MOXHO OIpPE/CTUTh HPUHAUICKHOCTh IEPCOHANBHBIX NAHHBIX KOHKPETHOMY CYOBEKTY
NIEPCOHANBHBIX JIAHHBIX.

OGpaboTka nepconaNbHLIX JAHHBIX — ACHCTBHSA (ONEPAIAH) C TICPCOHATBHBIMM JAHHBIMH,
BKOYast cOOp, CHCTEMATM3AlMIO, HAKOIUICHHE, XPaHEHHE, YTOUHCHHE (obHOBNIEHVE, M3MEHEHUE),
HCIONB30BAHNE, PAacHpOCTpaHeHWe (B TOM WHCIE Iepenady), oOe3MuMBaHue, GIOKMpPOBAHHE,
YHHYTOXEHHE NEPCOHATBHBIX TAHHBIX.

O6wenocTynHpie mMepCOHANBHbIC [JaHHBIE — I[IEPCOHANBHBIE JAHHBIE, JOCTYII
HEOTPaHHYEHHOTO Kpyra JMI[ K KOTOPHIM IIPEJOCTABIEH C COINIACHS CYOBEKTa NMepCOHAaNbHBIX
JaHHBIX MJIH Ha KOTOpble B COOTBETCTBHH C (pelepambHBIMH 3aKOHAMH HE PaclpOCTPaHAETCs
TpeboBaHue COOMIOIEHUA KOHPHIEHIINAILHOCTH.

Oneparop (mepcoHaNbHBIX AaHHBIX) — FOCYIAPCTBEHHBIA OPraH, MyHHIMIATLHEL OpraH,
IOPH/MYECKOe WM (U3MYECKOEe JHMIIO, OpraHusylomee 4 (WIH) OCYIIECTBISOIEE O06paGOTKY
NIEPCOHANBHBIX JIaHHBIX, & TAKOKE ONMPENCAIONME e H cofepyKaHue oOpabOTKH MepPCOHATBHBIX
JTAHHBIX.

Texunyeckne cpeacrsa HHPOPMALMOHHOM CHCTEMBI NEPCOHATBHBIX AAHHBIX — CPEICTBA
BBIMHCIIMTENBHOH TEXHNKH, HHPOPMAIOHHO-BEMUCITHTENBHBIE KOMIUIEKCHI H CETH, CPE/ICTBA H CHCTEMBI
nepefavM, mnpueMa u obpaborkm II[lH (cpemctBa M CHCTEMBI 3BYKO3AIlMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOMBBEJICHHUSA, IIEPETOBOPHBIE M TEICBU3HOHHBIE YCTPOMCTBA, CpPEACTBA HM3TOTOBICHHS,
THPOXAPOBAHUA JIOKYMEHTOB M JPYrHE TEXHHYECKHE CpeACTBa 0OpaboTKH pedeBOH, rpaMiecKoi,
BUICO- M OyKBeHHO-IM(POBOH HH(pOPMAINM), IPOrPaMMHBIC CPEICTBA (ONEPAIMOHHBIE CHCTEMBIL,
CHCTEMBI YNpaBieHMs 0a3aMu JaHHBIX M T.IL), CPENCTBA 3alIMThl MH(OPMALMM, HPHMEHSEMBIE B
MH(POPMAIMOHHBIX CHCTEMAX.

Ilepexsar  (MAGOpPMAUHH) — HENPaBOMEPHOE  IOJy4eHHe  HHPOPMALHMM  C
UCIIOJIb30BaHHEM TEXHWYECKOrO CPEACTBA, OCYWIECTBISAIOMEro oOHAapyxeHHWe, IPHEM H
06paboTKy HHGOPMATHBHEIX CHIHAJIOB.

Ilepconayibnbie AanHble — Mo0as MHGOPMAIKA, OTHOCAIIAACA K OIPEAETCHHOMY HIH
ONpeNe/IIEeMOMY Ha OCHOBaHMM Takod HMHGopManuu ¢usmdeckomy nuuy (CyOBeKkTy
HNEPCOHANBHBIX JAHHBIX), B TOM 4HCIE €ro (paMuIus, HMs, OTYECTBO, TOJI, MECAL, JaTa H MECTO
POXJICHHS, aJapec, CEeMEWHOE, CONMANbHOE, HMYNIECTBEHHOE IIOJIOKEHHE, 00pa3oBaHME,
npodeccus, T0XOIbL, APYyras HHPOPMAIUL.

IlonMTHKA «9HCTOr0  CTOJIa» — KOMIUIEKC OpPraHM3allAOHHBIX  MEDOIPHSTHI,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alHCHIBAHMA Ha OyMaKHble HOCHTENH KIO4eil M aTpuOyToB

aoctyna (maposiei) 1 XpaHeHHS UX BONH3H 00BEKTOB JIOCTYIIA.



Ilonb3oBaTesib HHGOPMALMOHHON CHCTEMBI IEPCOHAIBHBIX MAHHBIX — JIALO,
y4acTByIolee B GpyHKIHOHMPOBAHHM MH()OPMALMOHHON CHCTEMBI MEPCOHAIBHBIX JAHHBIX HIIH
HCIIONB3YIOMIEE PE3yIbTATH €€ QYHKIMOHUPOBAHHUS.

IlpaBuna pasrpaHu9eHdsi AOCTYNA — COBOKYIIHOCTH IIPaBHJ, pPErIaMEHTHPYIOIIHX
IIpaBa J0CTyna CyOBEKTOB JOCTYIa K 00BbEKTaM JOCTyIIA.

Ilporpammuas 3aKJiaaKa — KO IIpOrpaMMBl, IPeJHAMEPEHHO BHECEHHKIH B IIPOrpaMMy ¢
LENBIO OCYIIECTBHTH YTEYKY, H3MEHHThb, OJIOKUPOBATH, YHHYTOXHTH HHQOPMAIMIO HWIH
YHHYTOXHTb M MOAH(HIMPOBATH IporpaMMHOe obecredeHHe HHPOPMAMMOHHONW CHCTEMBI
NEPCOHAIBHBIX JAHHBIX M (HJIH) OIIOKMPOBATH aNnllapaTHBIE CPEICTBA.

IIporpammuoe (nporpaMMHO-MaTeMaTHIECKOE) BO3eHcTBHE —
HECAaHKIMOHUPOBAaHHOE BO3AEHCTBHE HA pPECypChl aBTOMAaTU3MPOBAHHOM HMH(POPMAIHOHHOM
CHCTEMBI, OCYLIECTBJIIEMOE C HCIIOJIBL30BAHUEM BPEXOHOCHBIX IIPOTPaMM.

PackpoiTHe mNepcoHANLHBIX JaHHBIX — YMBIIUICHHOE MM CIydaiiHOE HapylIeHHe
KOHQUIAECHIIMABHOCTH NIEPCOHANBLHEIX JaHHBIX.

PacnpocTpanenne mepcoHaJbHBIX JAHHBIX — JCHCTBUS, HANPABJICHHBIE HA NEPENaqy
NEPCOHATBHBIX JNaHHBIX OIPEAECIICHHOMY KpYry JIHH (Depeliadya MePCOHANBHEIX JaHHbBIX) WK Ha
O3HAKOMJIEHHE C MEPCOHAJIBHHIMU JAaHHBIMM HEOTPAaHHYEHHOrO Kpyra JIMI, B TOM 4YHCIE
o0HaponoBaHHe MEPCOHANBHBIX JAHHBIX B CPEJICTBAX MAacCOBOM HH(OPMAIMH, pa3MeIieHHE B
HHQOPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIX ~ CETAX WA  NPENOCTaBAEHHE  JOCTYHa K
HEPCOHANBHBIM JaHHBIM KaKUM-JTHOO HHEIM CIIOCOOOM.

Pecypc wnndopmManmoHHOH cHCTEMBI— WMCHOBAHHBIA  JJIEMEHT  CHCTEMHOTO,
TNPUKJIAZIHOTO MJIH aNnapaTHOro obecrnedeHus QyHKIMOHMPOBAHNA HH(POPMALOHHOM CHCTEMBL

CnenuanbHble KATErOpMM MEPCOHANBLHBLIX JAHHBIX — IIEPCOHANBHBIE JaHHEIE,
KacaroIUecss pacoBOM, HAIMOHAIBHOM  NPHHAMNEKHOCTH, [ONUTHYECKHX  B3IJIAIOB,
PEIUTHO3HBIX MM (QHUIOCOPCKUX YOEXICHHM, COCTOSHHS 3IO0pOBbS M HHTHMHOM IKH3HH
cyObeKTa IepCOHABHBIX JTAHHBIX.

Cpencrsa  BHMHCHTEIbHON TEXHUKH — COBOKYIIHOCTH IPOIPAMMHBIX M TEXHHYECKHX
JMEMEHTOB CHCTEM OOpabOTKH IAHHBIX, CTIOCOOHBIX (YHKIMOHHMPOBATH CaMOCTOSTENHHO HIIM B
COCTaBE APYTUX CHCTEM.

Cy6bexT nocryna (cy0beKT)— JIHMIO WM IPOLECe, ASHCTBUS KOTOPOrO perfiaMeHTHPYIOTCS
[paBUJIaMH pa3rpaHUYCHUS IOCTYyIIA.

Texumvecknii kaHan yTeykH WH(OPMAIMM — COBOKYIHOCTh HOCHTENS HMH(OpPMALMH
(cpencrsa obpabotkm), (r3HUecKoil Cpesl PacpocTpaHeHks MHGOPMATHBHOIO CHTHATA M CPEICTB,

KOTOPBIMM JI0OBIBAETCSA 3allMINaeMas HHQOpMAIHA.



Tpancrpanuynas nepefada MepPCOHANBHBIX MAHHBIX — [Epefaya MEPCOHATBHBIX
JaHHBIX onepatopoM 4epes ['ocynapcreennyto rpanuny Poccuiickoi ®enepanuu oprany BIacTH
HHOCTPAHHOI'O  IOCYJapCTBa, (QU3MYECKOMY WM IOPHIMYECKOMY JIMIly HMHOCTPAHHOTO
rocyZAapcTBa.

Yrposb! 0e30nacHOCTH MEPCOHANLHBIX JAHHBIX— COBOKYIHOCTh YCJIOBHMH M (DaKTopoB,
CO3/IAIONTMX ONAaCHOCTh HECAHKIMOHHPOBAHHOIO, B TOM UHCJIE CITYYai{HOrO, JOCTYIA K NEPCOHATHHBIM
NaHHBIM, PE3YJITATOM KOTOPOIO MOXKET CTaTh YHHYTOXEHHE, H3MEHEHHe, GIIOKMpOBaHYE, KOIMPOBAHHE,
PAcCIpOCTPaHEHHE TIEPCOHATBHBIX JAHHBIX, & TAKKE MHBIX HECAHKIIOHMPOBAHHBIX JEHCTBUI HpH MX
00paboTke B HHPOPMAIMOHHO#M CHCTEME NIEPCOHATLHBIX JAHHBIX.

YHUYTOKEHHE TEPCOHATLHBIX JAHHBIX — [IEHCTBUS, B PE3y/BTATE KOTOPHIX HEBOSMOYKHO
BOCCTAHOBHTb COJCPXAHHE IEPCOHANBHBIX JAHHBIX B HHGOPMAIOHHOM CHCTEME IEPCOHATBHBIX
JaHHBIX WM B pE3yJbTare KOTOPBHIX YHMYTOXAIOTCA MAaTepPHATbHBIE HOCHTENH MEPCOHAIBHBIX
JaHHBIX.

YTeuka (3ammmaemoil) HHGOPMALMH MO TEXHHYECKHM KAHAJIAM — HEKOHTPOIHPYEMOE
pacrpocTpaHeH#e uHbOpMAMK OT HOCHTEI 3alHIAeMON HHGOpMAIIH Yepe3 QU3HIECKYIO Cpefy [0
TEXHUIECKOIO CPEZICTBA, OCYIIECTRILIOIETO IepeXBaT HHGHOPMAIUH.

Ys3BEMOCTL — C1abOCTh B CPEIICTBAX 3AlMTHL, KOTOPYIO MOXHO HCIONB30BATh UL
HapyLICHHS CHCTEMBI WM COJIEp Kaletics B Heil MH(opMariy.

HenoctHocte mHpOpMAaIMA — COCOOHOCTH CPENCTBA  BHIYMCITMTEIBHOH TEXHWKH HIH
ABTOMATH3UPOBAHHOM CHCTEMBI 00ECNEYMBATh HEM3MEHHOCTh MH(OPMAIMH B YCIIOBHSX CIIy9aifHOrO
M/ NIpeHAMEPEHHOTO HCKaKEHHUS (paspyILeHHs).

O0o3HaveHns U cOKpaNIeHNs

APM - aBTOMaTH3UpOBaHHOE pabouee MECTO

WVCT1/T1 — nrdopManioHsas CHCTeMa IIEPCOHATBHBIX JAHHBIX

K3 - xonTpormmpyemas 3o0na

JIBC — noxaibHast BEIMHCITHTEIBHAS CETh

M3 ~ mexceTeBoit axpan

HCJI — HecaHKIIMOHUPOBAHHBLH IOCTYTI

OC - omeparoHHas ciHcTeMa

ITJIs — nepcoHanbHBle TaHHEBIE

IMB — nmporpaMMHO-MaTeMaTHYECKOE BO3JIECHCTBHE

ITO — nporpamMmMHoOe obecrieueHue

CA3 - cucreMa aHanmi3a 3aIHIIEHHOCTH

C3M - cpeacTBa 3amuThl HHGOpMAIIKH

C3I1/11 — cucreMa (oacucTeMa) 3allUThI IEPCOHATBHBIX JaHHBIX



COB - cucrema o6HapyKeHust BTOPKEHHUH

VBIT/IH — yrpo3b! 6e30MacHOCTH NEPCOHATBHBIX JAHHBIX

Beenenue

Hacrosimas Ilommtrka nadopmanuonHoit GesonacHoctu (nanee — ITonutika) MBOY
«KCCOW» (manee — mkona), paspaboTaHa B COOTBETCTBUH ¢ TpeGopanuamu DenepaabHOro
3akoHa oT 27 mrona 2006 r. Ne 152-03 «O mepcoHaNBHBIX HAHHBIX» M MOCTAHOBJICHHS
lpasurensctsa Poccuiickoit ®emepanuu ot 01.11.2012 Ne 1119 «O6 yTBepxnenuy TpeGoBaHuit
K 3allhTe MEePCOHAIBHBIX MOaHHBIX IpH HX 00paboTke B HMHGOPMANMOHHBIX CHCTEMAaXx
IIEPCOHANBHBIX JAHHBIXY.

B Ilonutrke onpenenens! TpeGoBanus K nepconany MICITJ[H, cTeneHs 0TBETCTBEHHOCTH
nepcoHaia, CTPYKTypa M HEOOXOIMMBIH ypOBEHb 3allMINCHHOCTH, CTATYC M JOJDKHOCTHBIE

00s13aHHOCTH COTPYAHHKOB, OTBCTCTBCHHBIX 34 obecrieueHre 6e30MacCHOCTH INEPCOHAJIBHBIX

JanHbpIX B UCTT/IH mkons!.
1. O6mmue moJio:xeHHsI
Hensto Hactosmeit ITomuTku gBasgeTcs obecneyenye 6e30MacHOCTH 0OBEKTOB 3alUThI
IIKOJIBI OT BCEX BHAOB YIPO3, BHEIIHMX M BHYTPEHHHX, YMBIIUICHHBIX M HENpeJHAMEPEHHBIX,
MHUHHUMH3ALHUS yIiep6aoT BO3MOXKHOH peanusanuu yrpo3 6ezomacHoctu [1/]a (nanee — YBIT/In).
bezomacHOCTE  IEpCOHANBHBIX ~ JAHHBIX  JOCTHTAeTCAd  NYTEM  MCKIIOYEHHS
HECaHKIIHOHUPOBAHHOIO, B TOM YMCJE CIy4aiHOro, JOCTyna K NEPCOHATBHEIM JaHHBIM,
Pe3yJIbTaTOM KOTOPOIO MOXET CTaTh YHMYTOXKEHHE, H3MEHECHHUE, OIIOKMpOBaHUE, KOMMMPOBAHHE,
PacpoCTpaHeHHEe IIEPCOHANBHBIX JaHHBIX, @ TAKXKE HHBIX HECAHKIIMOHNPOBAHHEBIX JCHCTBHMA.
WUndopManys u CBs3aHHBIE C HEH pPeCypCsl JO/DKHBI OBITH JOCTYNHEI IS
ABTOPH30BaHHBIX IOJNB30BaTeNeH. JIOMKHO OCYIMECTBIAThCA CBOEBPEMEHHOE OOHapyXeHHE H
pearupoBanue Ha Y BII/[H.
JIOJDKHO  OCYIIECTBIIATBCS IPEROTBpALICHHE TpeJHAMEPEHHBIX WIH CIyYalHEIX,
YaCTHYHBIX UM IOJHBIX HECAHKIMOHUPOBAHHBIX MOAU(HUKAIUN WM YHUUTOXKEHHS TaHHBIX.
2. OobaacTth aeiicTBHA
TpeboBanus Hactosmel IlOMUTHKH pacpOCTPaHSIOTCS HAa BCEX COTPYIHHKOB IDKOJIBI
(IOTaTHBIX, BpEMEHHBIX, pabOTAIONIMX II0 KOHTPAKTy W T.I.), a TaKKe BCEX MPOYMX JIHII
(moApsAaUUKH, ay IUTOPHI U T.I1.).
3. Cucrema 3aIMTHI NEPCOHATBHBIX JAHHBIX
Cucrema 3amuTsl nepcoHanbHbIX AaHHBIX (C3I1IH), CTpOKTCS Ha OCHOBAHHH:
- 0T9ETa 0 pe3yJILTATAX NPOBEACHHN BHYTPEHHEH MPOBEPKH;

- IEPECIHS MMEPCOHAJBHBIX JAHHBIX, MOMJICKAINMNUX 3AIMHUTE;



- aKTa K1accupuKannd HHGpOPMaHOHHOH CHCTEMBI IEPCOHAIBHBIX JAHHBIX
- MO/IeJIM YIPo3 0€e30MacHOCTH NMEePCOHAIBHBIX AAHHDBIX;
- pyxoBoaamux NokyMeHTOB @CTIK u ®CB Poccnn.

Ha ocHoBanuu 3THX JOKyMEHTOB ONPENETACTCS HEOOXOMMMEIH yPOBEHD 3aIIUINEHHOCTH
Hu xaxpoit UCT1ln MunncTepeTsa. Ha ocHOBaHME aHanM3a aKTyalbHBIX Yrpo3 Ge30MacHOCTH
H/n, omucamHoro B Mogenu yrpo3 m OrTuera O pesysnbTartax IIpOBENEHHS BHYTpEHHeH
NPOBEPKH, JENACTCA 3aKIIOYCHHE O HEOOXONMMOCTH HCHOJIB30BaHUSA TEXHHYECKHX CPEJCTB H
OpraHM3allHOHHBIX MeponpHusTuit Uit  ofecneyeHus OesomacHoctd I1/ln. BriGpanHbIe
HEOOXOMMBIC MEPOIIPHATHS OTPAXAIOTCA B IUIAHE [0 3alUMTEe MHGOPMAIHH H IIEPCOHANBHBIX
JIAaHHBIX B LIKOJIE.

Hmst kaxnoit UCII[JH B 3aBHCHMOCTH OT TpeGyeMOro ypoBHS €& 3alIMIIEHHOCTH H
aKTyaJIbHBIX Yrpo3 JODKEH OBITh COCTaBIECH CIUCOK HCIONB3YEMBIX CPEACTB 3alMThI
(TeXHHYECKHE CpE/CTBA 3aIlUTHl, NPOrPAMMHOE OBGECICUEHHE, CIELHATbHBIE KOMILIEKCHL,
peanu3yIOoIHe CPeCTBA 3alUThI), YCTRHOBJIEHHBIX Ha Bcex anemenTax UCII/Ix.

CHHCOK HCTONB3yeMBIX CPENCTB 3alUUTHl IOJDKEH IMOJJIEPKMBATECA B AKTyalTbHOM
cocrosiniy. [Ipy H3MEHEHHU COCTaBa CPECTB 3aLUTHl COOTBETCTBYIOIIHE H3MEHEHHS TOJKHEI
ObITh BHECEHH! B CITHCOK U YTBEPIKIEHBI TUPEKTOPOM IIKOIIBL.

4. Tpeboanus k moacucremam C3I1In

C3I1[Ix BmoYaeT B cebs ClIeLyIOUHe MOACHCTEMBL:

- yIpaBJIeHHs JOCTYIIOM, PErHCTPAILHH H Y4eTa;
- 00ecreueHHs HeJIOCTHOCTH M AOCTYIIHOCTH;
- AaHTHBHPYCHO# 3aIHTDI;
- MEKCETEBOro IKPAHHPOBAHUS;
- aHAJIM3a 32U EHHOCTH;
- 00HapyKeHHs BTOPKeHHil;
- KpHNTOrpaduyecKoil 3amMThI,
- OPraHM3anHOHHbLIX Mep,
-(pu3uyeckoif 3amuThI.

IToncucrempr C3II[IH MMEIOT pasnMuHbi (YHKIHOHAI B 3aBMCMMOCTH OT Kijacca
UCIIn, ompeneneHHOro B AkTe KiIacCHPUKAMHUHHGDOPMALIMOHHON CHCTEMBI NMEPCOHAIBHBIX
manHbIX. CpeacTBa 3aKThl, peau3yiomye GyHKIMOHAT KaX/IOH U3 TIONICHCTEM, JOIDKHEI GbITh
OIIFICaHBI B NIEPEYHE NMPUMEHAEMBIX CPEJCTB 3alUTH HHYOPMAMA H YTBEP)KIEHBI TAPEKTOPOM

IOKOJIBI.

4.1 TloacucTemMa ynpaBJIeHHS JOCTYIIOM, PErHCTPALIMH M YI€Ta



IloncucTema ympaBieHMs MAOCTYNOM, PErMCTpallMM M yd4eTa NpelHasHadyeHa It

peaTH3aluy CIeAyIOMMX QyHKLIHIL:

- HAEHTH(HKAIUH H IPOBEPKa NOMIHHHOCTH cy0beKTOB 1ocTyna npu Bxoae B UCII/In;

ﬂHeHTHq)HKaﬂHH TEPMHHAJIOB, Y3JI0OB C€TH, KaHa/JOB CBfi3H, BHEIMHHX yCTPOﬁCTB o

JOrH4€CKHM HMCHaM;

HIEHTHQHKAUMH NpPOrpamMM, TOMOB, KAaTaJIOroB, ¢ailjioB, 3anmceii, nojeil 3ammuceli mno

HMEHaM;

perncTpamud BXoAa (BbIX0Ja) Cy0beKTOB J0cTynma B cHCTeMy (M3 CHCTeMbl), JHOO

PEruCcTpallns 3arpy3km H HHHIIHAJITH3allMH onepaunommﬁ CHCTEMBI H €€ 0CTAHOBA.

PETHCTPAllMH MONBITOK A0CTYHNAa NPOrpaMMHBIX CpPeEIACTB (nporpaMM, mpoueccos, 3aaat,

3aJaHiH) K 3amumaeMbim ¢aiisiam;

PETHCTPAllHN MOMBITOK A0CTYNA NMPOrpaMMHBLIX CPEACTB K TepMHHAJIaM, KaHaJIaM CBfI3H,

NporpaMmMam, ToMam, KatajoraMm, paijiam, 3anucam, moJIsM 3anmuceit.

[Moacucrema ynpaBneHHs JOCTYIIOM MOXET OBITH peai30BaHa C MOMOINBIO INTATHBIX
cpexcts obpaborku I1/IH (onepanmoHHbIX cucteM, npunoxenuit ¥ CYBJT). Takxke MOXeT ObITH
BHEIPEHO CIIEHHAILHOE TEXHHUYECKOE CPEICTBO MIM HMX KOMIUIEKC OCYIIECTBIISIONINE
JONIOJIHMTENBHBIE MEPEl N0 ayTeHTHGHKanUM U KOHTpoiro. Hampumep, nmpuMeHeHHe eRWHBIX
XpaHMIMIL, yYETHBIX 3amucedl IoJbp30BaTeNlel M PEruCcTpallMOHHONH  HHGOpPMAIHH,
UCIIONIb30BaHHE OMOMETPUYECKUX U TEXHHYECKUX (C ITOMOINBIO 3JIEKTPOHHBIX MPOIYCKOB) Mep
ayTeHTUUKALMY U APYTHX.

4.2 Iloacucrema obecnevdeHusi HEJTOCTHOCTH H JOCTYIIHOCTH

IoncucTeMa OGECIIEUEHHMS IENOCTHOCTH H  AOCTYIHOCTH MpeJHAa3HadeHa JUId
obecrieyeHUsT HENOCTHOCTH M JOCTYHNHOCTH I1J[H, mporpaMMHBIX M ammapaTHBIX CPEICTB
UCII[ln MuHHCTEpCTBA, a TaKXe€ CpPEACTB 3alllUThl, IIPH CIy4alHOH HWIM HaMEpeHHOH
MoaUHUKaIHH.

[loncucremMa peanusyercss ¢ IOMOINBIO OpPraHU3alliMl PE3EPBHOTO KOMHPOBaHMS
obpabaTbIBacMBIX JaHHBIX, & TaKXKe pe3epBUPOBaHHEM Kr0ueBBIX dnemenToB UCIT/IH.

4.3 IloncucremMa aHTHBHPYCHOM 3aIHTHI

IloncuctemMa aHTHBHPYCHOH 3allMTHI NpeAHa3HA4YeHa s oOecledeHUsl aHTUBHPYCHOH
3amuThl cepBepoB 1 APM nons3oBareneit UCII/[H mkons!.

CpenctBa aHTHBHPYCHOW 3alquThl IIpEeAHA3HAYEHBI I pEAM3allMH  CIIEYFOLIUX

GyHKIHIA:

- pe3UAeHTHBIH AHTHBUPYCHBIH MOHHUTOPHHT;

- AHTHBHPYCHOE CKAHMPOBaHHe;

- CKpHIT-0/IOKHPOBaHME;



- UEHTPAJIN30BAHHYIO/YAAIEHHYI0 YCTAHOBKY/JEMHCTALISLMIO AHTHBHPYCHOTO NpPOAYKTA,
HACTPOMKY, AAMHHHCTPUPOBAHHE, IPOCMOTP OTHETOB M CTATHCTHYECKOH HHpopManun mo
paboTe nmpoaykra;

- aBTOMATH3HPOBaHHOE 00HOBJ/ICHHE AHTUBHPYCHBIX 06a3;

- OTPaHHYEeHHE NPAB MOJIb30BATE/IA HA OCTAHOBKY HCIO/IHAEMBIX 32129 M H3MEHEHHs HACTPOEK
AHTHBHPYCHOI'0 MPOrPaMMHOI0 ofecneYeHus;

- AaBTOMAaTHYEeCKHH 3aIlyCK Cpa3y MocJie 3arpy3KH ONepanMoOHHONH CHCTeMBI.

IoncucremMa  peanmsyeTcs myTeM BHEADEHHS  CHENHATLHOTO  AHTHBHPYCHOLO
NporpaMMHOro obecneueHus Ha Bee anementsl UCTITH.

4.4 IloxcucreMa MeXKCeTEBOro Y)KPAHHPOBAHMS

Hoxncucrema MexceTeBOro 3KpaHHPOBAHKS IPeIHA3HAYEHA JUTS PEATH3ALMH CIIEAYIOLHX

GbyHKIHH:

¢uibTpanuu oTKphITOro W 3amudpoBaHHOro (3akpbiToro) IP-rpaduka mo caenywomum

napamMerpam;

¢HKcanHH BO BHYTPEHHHX yPHAIAX HHGOPMALMHA 0 MPOXOASIMIEM OTKPHITOM H 3aKPLITOM

IP-Tpaduxe;

HlleHTlfl(l)HKauPlﬂ H ayTeHTH(l)HKalllfllO AIMHHHCTpATOpa MEKCETEBOr0 3KpaHa IIpH €ro

JOKAJBLHBIX 3aMIpocax Ha H0CTYI;

perucTpanMy BX0Aa (BbIXOJA) aJMHHHCTPATOPAa MEKCETEBOr0 JKpaHa B cucremy (M3
CHCTeMbI) TH00 3arpy3KH H MHHIHAIH3ALHHA CHCTEMBI U €€ IIPOrPaMMHOI0 OCTAHOBA;

- KOHTPOJIl eJIOCTHOCTH CBO€H MPOrpaMMHOI M HHPOPMALIMOHHON YACTH;

- GUALTPALMH NAKETOB CIyKeOHbIX MPOTOKOJIOB, CIYXKAMHUX IS JANATHOCTHKH M YNPABJIEHHS
padoToii ceTeBbIX YCTPOICTB;

- GuisTpamMu ¢ y4eToM BXOAHOro M BBIXOJHOrO CeTEBOr0 HHTepdeiica KaK cpeIcTBO
TPOBEPKH NOATHHHOCTH CETEBbIX A/[PECOB;

- PETHCTPALMH H y4eTa 3aNPalluBaeMbIX CEPBHCOB NPHKIAHOr0 YPOBHS;

- OoKMpOBaHHA JOCTYNAa HeMACHTHPHUHUPOBAHHOIO 00bEKTAa HWIH Cy0beKTa, MOJITHHHOCTD
KOTOpOro mnpH ayTeHTHQHKANHH He MOATBEPANJIACH, METOAAMH, YCTOHYHBLIMH K
nepexBary;

- KOHTPOJISI 32 CETEBOM AKTHBHOCTHIO IPHJIOKEHNIt 1 00HAPYXKEHHS CETEBHIX aTaK.

llogcucrema  peanusyeTcs BHENPEHHEM I[IPOTPAMMHO-AlapaTHBIX  KOMIIEKCOB

MEXCETEBOro 3KpaHupoBanus Ha rpanune JICB, kinaccom He Huxe 4.

4.5 IloxcucremMa aHA M3 3aIHIIEHHOCTH



HoxncucreMa aHanusa 3alIMIEHHOCTH, JODKHA 0GECTIEYMBATh BEIABICHHS YA3BEMOCTEH,
CBA3aHHBIX ¢ omunOkamu B koHGurypamuu 10 VICI/IH, KOTOpEIe MOTYT GBITH HUCIIONB30BAHEI
HapyLIHTENIEM Ul peal3allii aTaKH Ha CHCTEMY.

OyHKLUHOHAT NOJCHCTEMBI MOXET ObITh PEalH30BaH NPOTPAMMHBEIMH H IPOTPAMMHO-
annapaTHbIMH CPEICTBaMH.

4.6 IloacucreMa oOHapysKeHUs BTOPKEHUI

Hoxcucrema oOHapyXeHHA BTODXEHHH, JOIKHA OGECIIEUMBATH BBIABJICHHE CETEBBIX
atak Ha oneMeHTs! MCIIIH noakmodeHHble K ceTssM OOLIEro mMoJib30BaHHA M (WIIH)
MEXAYHapOJHOro oGMeHa.

DYHKIHOHAN TOJCKCTEMbl MOXET OBITH PEaTH30BaH NPOTPAMMHEIMH H HPOIPaMMHO-
annapaTHbIMH CPEJICTBaMH.

4.7 lloacucrema KpunTorpagpuuecKom 3amuThHI .

Hozxcucrema xpunrorpapmueckoil 3auThl npeAHasHaueHa Wi Hckimodenus HCJ[
3amuinaemodt uHdopmanuu B MCII[lH MuHHCTepCTBa, NPH €€ MEpefadyH [O KaHalaM CBS3H
ceTeil 00IIEro Moabp30BaHuUs U (WIK) MEXIyHApPOAHOro obMeHa.

Ioncucrema peanusyercs BHeIpeHHs KpHOTOrpadU4YeCKHX MPOrpaMMHO-ANIApaTHBIX
KOMILJIEKCOB.

4.8. Iloxcncrema opraHu3auoOHHbBIX Mep

HoxcucreMa OpraHM3alMOMHBIX MeEp NpEAHA3HAYeHA Ui DPEANM3AlHH  CIELYIOLIHX
byHKUMi:

- MEpONPHATHH 1O CO3[aHHI0 HOPMAaTHBHO-METOMONOTMYECKOl 6a3bl (paspaboTka
IOJIOXEHUH, HHCTPYKIHMA U APYTHX PYKOBOAAUIMX JOKYMEHTOB) 3amuth! [1/1H;

- MCpONIpHUATHH II0 BHEAPEHHIO, AaKTyallH3allMd M KOHTPOMIO 3a HCIOIHEHHEM
TpeOoBaHUH HOPMAaTHBHO-METONONOTHYECKOH Ga3bl o 3amuTe uHGopMaruH 1 [1H;

- BHECECHHE HEOOXOIMMBIX H3MEHEHHH M [IONOJHEHHWH BO BCE OpraHM3aHOHHO-
pacnopsiAuTeNbHbIE JOKYMEHTHI,

- CO3JaHMe IOAPA3[CICHUS 3alldThl HHGOPMAlMH M Ha3HAUEHHS OTBETCTBEHHBIX 3a
obecneyeHre HHOOPMAMOHHOM G€301aCHOCTH.

IoxcucreMa opraHM3allMOHHBIX Mep HeoOXoxuMa Iuisi obecredeHHs >(QEeKTHBHOTO
NPUMCHEHMS MEP U CPE/ICTB 3allMTHI B YaCTH, Kacarouieics periiaMeHTaluy AeHCTBUH Joaei, i
MOXET OBITh peau30BaHa COBOKYNHOCTHIO HOPMATHBHO-IPABOBBIX JOKYMEHTOB, NPHHSATHIX B
IIKOJIE.

4.9. Iloacucrema Gpu3nuecKoil 3aMUTHI

Ilomcucrema ¢usmdeckodt 3amMTB NpeiHAa3HAYeHA Ui DEATM3ALMH  CIICAYIOLUX

byHKIHI:



- YCTaHOBJCHHE PEXHMMHBIX, BPEMEHHBIX, TEPPHUTOPHAIBHBIX, IIPOCTPAHCTBEHHBIX
OTPaHMYCHHH Ha YCIIOBUSA UCIONB30BAHMS M MOPSANOK PaGOTEI 0OBEKTA 3aIHTHL

- KOHTPOJIb JOCTYIIA B 37IaHUS H IOMEILEHHS,

- IPENYTIPEXACHHE HECAaHKLIMOHUPOBAHHOTO IIPOHUKHOBCHHS Ha TEPPHTOPHIO;

- YCTaHOBKA KOHTPOJIBHO-TIPOIYCKHOTO PEXXHMa B MHHHCTEPCTBE;

- OXpaHa TepPUTOPUH OOBEKTA 3aLIUTHI U HAOIIOJIEHHE 3a HEf,

- Pa3sIM4HbIEC CHCTEMbI 3aMMPAIOMIMX yCTPOHCTB, MKaGOB M XPAHUIIHIL,

- pa3paboTKa, BHEAPEHHE U IPUMEHEHHE CHCTEMBI BHACOHAGIIIONCHNS .

Toncucrema ¢rsndeckolt 3ammThl MOXeT OBITh pealu3oBaHa NyTEM IPUMEHEHHS
OPraHHU3alUHOHHBIX MEPOIPHATHA M COBOKYIHOCTH CPEJCTB, CO3NAOIIMX IIPENATCTBHS IS
IIPOHMKHOBEHHU MM JIOCTYIIA HEYIIOJTHOMOYEHHBIX (PH3HIECKUX JIHI[ K OOBEKTY 3aIIUTHL.

S. Ioabzosaresm UCIIIn
B HUCII/lH MuHHCTEPCTBA MOXHO BBIAEIMTH CIEAYIONHE IPYIIEl IOb30BATENEH,
y4acTByromux B o6paborke u xpanenuu [1]1H:
- agmuHucTparop UCT1/IH;
- aJIMHHICTPATOp 6€30IaCHOCTH;
- oneparop APM,;
- aIMHHUCTPATOP CETH;
- TEXHHYECKHH CICNUATHCT 110 06CTyXKHBaHHIO ITepUdepuitHoro 060pyaoBaHus;
- nporpaMmucT-pazpaboruuk MCI1/x;
- AIMHHACTPATOP CPEACTB KpUNTOrpadhuyecko 3almTsl HHGOPMAIUH.

JlanHble O TIpynmax Noib30BaTeNsX, YPOBHE HX HOCTYHa H HH(POPMHPOBAHHOCTH
OIPENEIAIOTCS  TIOJOXKEHHEM  OpasrpaHMYeHHMH INpaB JocTyma K  o0paGaThiBacMBIM
NEPCOHANbHBIM JaHHBIM. YKAa3aHHBIE POMHM HECKOJBKUX TIPYNI MOJB30BATENeH MOTYT
BBINIOJIHATHCS. COBMECTHO (OZHOBPEMEHHO HIIM MOCIIEAOBATENLHO) OJHAM H TEM XK€ YeTOBEKOM
UK 00CITy KUBAIOIEH OpraHu3amnuei.

5.1 Aamunucrparop UCII/In

Anvunuctparopom MCIIJIH sBAseTcs COTPYAHMK MUHHMCTEPCTBA, OTBETCTBEHHBIH 3a
HacTpOMKY, BHeApeHue U conpoBoxxaerue VCIT)Iu, uny nuuo, BEINONHSIOMEE ero 00S3aHHOCTH
(B TOM umMCJIE THIa CTOPOHHHX OPTaHM3alMil, OCYIECTRIIMIONIMX CBOX (YHKIMH HAa OCHOBAHHH
ABYXCTOPOHHETO JO0roBopa wmiM cornamieHus). Aamuaucrparop MCIIn o6ecrneunsaer
(YHKUMOHMpOBaHME TOACHCTEMBl ympaBieHus goctynmoM MCITJIH ¥ ynonHOMOueH
OCYIIECTBIATE IPENOCTABICHHE H pasrpaHdYeHHe JOCTyHa KOHEYHOr0 IOJb30BaTens
(Oneparopa APM) K a51eMeHTaM XpaHALIAM [EPCOHANBHBIE JAHHBIE.

Anmunuctparop UCIIJIH obnafaeT cieayomuM ypoBHEM AOCTYNA M 3HAHHMIA:



- o6s1ajaeT moHON HMH(OPMaIMeli 0 CHCTEMHOM M IPHKJIAXHOM NPOrpaMMHOM obecredeHHH
HUCII An;

- 06.1a/1a€T MOJIHOH MH(OPMAaLHeii 0 TEXHHUECKHX CPENCTBAX U xondurypauwnn UCIIn;

- HMEET MOCTYN KO BCEM TEXHHYECKHM CpeACTBAM 00paGoTKH HMHPOPMANMH W JAHHBIM
HUCIIAn;

- 00JajaeT NpaBaMH KOHQHUIYPHPOBAHMH H AJAMMHHCTPATHBHON HACTPOHKH TEXHHYECKHX
cpencrB UCIL/In.

AnMuHHCTpaTOp 6€30mAaCHOCTH

AIMHHHECTPATOPOM 0€30NIaCHOCTH SBIIETCH COTPYAHHK MHHHCTEPCTBA, WM JIHIIO,
BBIMONHSIOWIEE  €r0  O0A3aHHOCTH (B TOM 4YHCIE JIMUA CTOPOHHMX OpraHW3aLmi,
OCYIECTBIIIOMMX CBOM (YHKIMH HAa OCHOBAHHH [BYXCTODOHHETO JOFOBOPA HIIK COIJIAIIEHMS),
OTBETCTBEHHBIH 3a ¢yHKumonruposanwe C3II[Jn, BKMOwas oGCTy)KHBaHHE H HAacCTPOMKY
aJIMUHUCTPATHBHOM, CEPBEPHON M KITHEHTCKOM KOMIIOHEHT.

AIMHHHCTPATOP 6€30MaCHOCTH 06/1a1aeT CEAYIONTIM YPOBHEM IOCTYIIA M 3HAHMIA:

- obnanaer npaBamu Anmunuctparopa UCITIH;

- obnamaer nonHo# nHGopManueit 06 UCIT Ix;

- MUMECT NOCTYN K CPEACTBAM 3alUuThl HHGOPMALMH U NPOTOKOJUPOBAHUS M K YaCTH KIFOYEBBIX
aneMentoB VCIIIu;

- HE MMEET IIpaB JOCTyNa K KOHGUIyPHPOBAHHIO TEXHHYECKHX CPEJCTB CETH 32 HUCKIIOUEHHEM
KOHTPOJIbHEIX (MHCIIEKIHOHHBIX ).

AnMuBHCTpaTOp 6€30MaCHOCTH YHOIHOMOYEH:

- PCaNM30BEIBATL MOJHTHKM 0€30IIaCHOCTH B 4acTH HacTpoiiku CK3U, MeXceTeBEIX JKpaHOB H
CHCTeM OCHAapy)XeHHs aTaK, B COOTBETCTBMM C KOTOPHIMH IIOJB30BATENH (Oneparop APM)
NOJy4aeT BO3MOXHOCTE paboTaTh ¢ sremeHTamu UCIIy;

- OCYLIECTBIATH AyAUT CPEJICTB 3aLHUTEI,

- YCTaHaBJIMBaTh JTOBEPHTE/IbHBIC OTHOUICHHUSA CBOECH 3AIIMIIEHHOM CETH C CETAMH OPYTHMX OPTaHOB
HCTIOIHUTENBHOM  BJACTH, HMX  IIOABEAOMCTBCHHBIMH  YUYPEXHEHHAMH, a  TakoKe
B3aMMOJCHCTBYIOIIMMH BEJOMCTBAMH M OPraHH3aLUsIMH.

5.2 Oneparop APM

Oneparopom APM sBisercst COTPYIHHK HIKOJNBI, OCYIIECTBISIOMHE 06paborky [1JIH.
Obpaborka I1/ln BKmMOYaeT: BO3MOXHOCT, npocmoTpa I1[IH, pyuso#t Beox IIJlH B CUCTEMY
HUCII[lH, ¢dopMupoBaHHE CIIPaBOK M OTYETOB MO HMHGMOPMAIMH, IOMYYCHHOH W3 NUCIIA.
Oneparop He HMEET NOJHOMOYMI I YNPABICHHS MOICHCTEMAMH 00paboTKH JAHHBIX M
C3I1/1n.

Omneparop APM obnanaer cienytomum ypoBHEM JOCTYIIA H 3HAHHMIA:



- obsajaer BceMH HeoOX0qMMBIMH aTpHOyTamu (nanpumep, mapoJem), obecreuHBAIIAMH
AOCTYNl K HEKOTOpOMY noaMHoxecTBy I1J[H;
- pacrojlaraeT KOHQUICHIMAILHBIMA JAHHBIMH, K KOTOPBIM HMeEET 0CTYII.
AIMHHHCTPATOP CeTH
AIIMHHHCTDAaTOPOM ~ CETH  SBISETCS  COTPYNHMK ILIKOJBL, OTBETCTBEHHBLH  3a
(GyHKUHOHMPOBAaHHE  TENEKOMMYHHMKALHOHHOH  HOJCHCTEMBI HUCIIJs, mm6o o,
BLIIONHSAIOIEE  €ro  O0A3aHHOCTH (B TOM uHCIe JHUA CTOPOHHMX OpraHH3amuil,
OCYIECTBIIIIOMHMX CBOH (HYHKIMH HA OCHOBAHHH [BYXCTOPOHHETO JJOTOBOPA HIIH COTJIalIeHHS).
AIMHHHCTDAaTOp CETH HE HMEET IONHOMOWHH JUIA YIIPABICHHS MOICHCTEMAME o6paboTku
JaHHBIX B 0€30I1aCHOCTH.
AIMHHHECTPATOP CETH 06JTa/aeT CIIECAYIOMKUM YPOBHEM HOCTYIIA M 3HAHHIA:
- 0b1azaeT 9acTbro0 HHPOPMALMK O CHCTEMHOM H IIPHKIIAHOM nnporpamMmmuoM obecnieuenun UCI1/Ix;
- 061a1a€T YacThI0 HHPOPMAIMH O TEXHHYECKHX cpencrax v konpurypanuun UCIT/Ix;
- HMeeT (U3MYECKHH JOCTYN K TEXHMYECKHM CPEICTBAM 00paboTKH MHGOPMALUK H CpeNCTBAM
3alllUTEI;
- 3HACT, 10 MEHBIIEH Mepe, OJTHO JIETATBHOE UMsl JIOCTYIIA.
5.3. Texunuecknii CHEMHATHCT 110 06C/TYKHBAHHIO nepudepuiinoro odGopyaosanus
TexHUYECKMM CHELHATHCTOM MO OGCTYKHBAHHMIO SBIAETCS COTPYIHHK MHHHCTEPCTBA,
OCYIUECTBIIAIOMHEA 00CITy)XHBAaHHE H HACTPOHKY NepudepuitHoro o6opyroBaHus UCT1H, mubo
JIUIO, BBIMOJHAIOUICE €r0 OOA3AHHOCTH (B TOM 4YHCNE JMUA CTOPOHHMX OpraHH3aiHi,
OCYLIECTBIIAIOMMX CBOH (YHKLMM HA OCHOBAHHHU JBYXCTOPOHHETO JIOrOBOPA HIIA COITIALIEHHUS).
Texnuueckui cnienuanmcT no o6CiIyXMBaHMIO He HMeeT TocTyna k [1JIH, He MMeeT HOTHOMOYHIA
AUl yNIpaBJICHUS IIOACHCTEMaMH 00pabOTKH JaHHBIX M 6€30IIaCHOCTH.
Texauyeckuii cnenuamicT mo 06CiIyXUBaHUIO 06IAAeT CICAYIOMMM YPOBHEM JIOCTYTIa
H 3HaHUM:
- 0671aziaeT YacThIo0 HH(GOPMALUU O CHCTEMHOM M IPHKIATHOM nporpaMmHoM obecriedennn UCI1/Ih;
- 001122126 T 9acThIO HHPOPMALMH O TEXHMYECKHX CPEACTBAX M koHdurypanuu UCITOx;
- 3HAEeT, [10 MCHBIICH Mepe, OJTHO JIETATBHOE UMS JOCTYyNA.
5.4. IIporpammuct-paszpaéorunx UCIIn
IporpaMmucThI-paspaboTynKm (mocTaBUOIMKH) IPUKIAAHOTO IIPOI'PaMMHOTO
obecreueHHs 06ECIEYUBAIOT €r0 CONPOBOXKACHHE Ha 3amMIIaeMoM obsekTe. K manHOM rpymme
MOTYT OTHOCHTBCA KaK COTPYIHUKH LIKOJIBI, TAK H COTPYIHHUKH CTOPOHHUX OPTaHM3aIyii.
JInno 3T0ii Kateropum:

- obnanaer uHdopmanmei 06 anropuT™Max ¥ nporpaMmax 06paGoTky HHYOPMALMK Ha UCIIH;



- OOmajaer BO3MOXHOCTSAME BHECEHHS OIIMOOK, He JEKJIAPHPOBAHHEIX BOIMOXNHOCTEI,
IIpOTPaMMHBIX 3aKJIaJIOK, BPEIOHOCHBIX MpOrpaMM B IporpammHoe obecnedenne UCIIJIH Ha
CTaJuy ee pa3paboTKH, BHEAPEHHUS U CONPOBOKICHHS,

- MOXET pacnojiararh JfoObMu ¢parMentamu nabopMauun o tononorud MCIIJIH U TexHHYECKHX
cpeacTsax o6paGoTku u 3ammthl [1/{1, o6paGaTeiBaembrx B ICITIu.

AIMHHHCTPATOP CPEACTB KPHITOrpadHuecKoii 3amuThl HHGOpMaLuy (CK3H1)

AZIMHHHCTPaTOpOM  CPEICTB  KPMNTOrpaHdYecKOd  3alluThI uHbopMmarnn(CK3H) s{BmeTcﬁ
COTPyAHHMK MHHHCTEPCTBA, MM JIMLO, BHIIOIHAKOIIECE €ro OOA3aHHOCTH (B TOM UHCIE JIMIA
CTOPOHHHX OpraHH3alMH, OCYUIECTBISIOMMX CBOHM (DYHKIMHM HA OCHOBAHHHM JBYXCTOPOHHETO
A0roBOpa MIK COTJIAIICHU), OGecIeYnBAIOIMI KOPPEKTHOE U He30macHoe GyHKIHOHHPOBAHHE
M OKCIUIyaTallMIo CpeACTB KpHnTorpadudyeckort 3ammtel uepopmaumu (CK3U). Taxoke
apmunrcTpaTop CK3U 3aHuMaercs BRIpaGOTKOM COOTBETCTBYIONIMX HHCTPYKIHMIL M 3HAKOMHT C
HHMH  [ONb30BATeNed CpeACTB  Kpumrorpabuueckod sammrel  umdopmanun  (CK3N),
KOHTPOJIMPYET ~ pabOTOCNOCOGHOCT ¥ COGNIONECHHE INpABHI  JKCIUTYaTAllMM  CPEICTB
kpunrorpaduueckoit 3ammTer nHdpopmanuu (CK3M).

Amvunncrparop CK3U obnanaer ciienyromum ypoBHEM JOCTYIIA U 3HAHHI:

- obnagaer momHo# MH(pOpPMAIMEd O CHCTEMHOM M MPHUKIALHOM IPOrpaMMHOM O0ecHeYeHHH
HUCTIH;

- obmazaet noHON MHGOpMAIHeEi O CPEACTBAX KPUITOrpadHIeCKOH 3aHTEI nH}pOpMaIuy;

- HIMCCT I0CTYII KO BCEM CPEACTBAaM KpHUITOrpaduyeckoi 3ammTs! nnpopmanuun ganasmM VMCTy;

- obnajaeT mpaBaMH KOHQUIYPHPOBAaHHS ¥  aIMHHHCTPATHBHOM HAacTpOMKH  CpencTB
KPHITOrpaguuecKoi 3aluThl HHPOPMAIHH.

TpeboBanus k nepconany no obecnevenuro 3amuts I1]1H

Bce coTpynHuKy IIKOMBL, ABISIOmpeECs 101b30BaTeasMu MCITJIH, DOJDKHEI 9€TKO 3HATH
H CTPOro BBHINOJHATE YCTAHOBJICHHBIC NpaBHMIa M O0A3aHHOCTH IO JOCTYNMY K 3alUHILIAEMBIM
00BeKTaM H COOJIIOIEHHIO IPHHATOTO pexuMa 6e3onacrocty ITJTH.

Ilpu BCTymIeHNH B JOIDKHOCTB HOBOTO COTPYAHHKA HETIOCPENCTBEHHBIH PYKOBOJHTENb
IOApa3leNiCcHuss, B KOTOPOE OH IIOCTyHaeT, O0sM3aH OpraHU30BaTh €ro O3HAKOMJICHHE C
JOIDKHOCTHOH HMHCTPYKUMEH M HEOOXONMMBIMH JOKYMEHTaMH, perjIaMeHTHPYIOIHUMH
TpeGoBanus 1o sammre IIJJH, a Takke oOydeHMe HABBHIKAM BBINONHEHHS HPOLEAYD,
HeoOXOqMMBIX [I1 CAHKIIHOHHPOBAHHOTO Mcnonb3oBanus UCTI/IH.

CotpyaHuk pnomikeH OBITP O3HAKOMJIEH CO CBENEHHSMH HacTosiei IlonuTukw,
NPUHATHIX Ipoueayp pabotsl ¢ anementamu MCITu u C3I1/a.

CoTpy AHUKH IIKOJIEL, HCIIONB3YIOLINE TEXHUYECKHE CPENCTBA Ay TEHTH(HKALHIH, JOKHEI

obecrieynBaTh COXPaHHOCTh MACHTH(HKATOPOB (3NEKTPOHHBIX Kimoueif) 1 He pomyckars HCJT k



HHUM, a TaKXX€ BO3MOXXHOCTh HX YTEPH WM HCHOJH30BaHHS TPETHUMH JHIaMH. [lonbp3oBaTenn
HECYT IEPCOHATBHYIO OTBETCTBEHHOCTD 32 COXPaHHOCTD HASHTH(HUKATOPOB.

CoTpyAHUKH WIKOJBI JOJDKHBI CJIENOBaTh YCTAHOBJICHHBIM IIPOLIEAYPaM MOAIEpKaHUS
pexuma GesonacHocTy [1/lH mpu BeIOOpE W MCHIONB30BAHUM Maposieit (e He MCIOJb3YIOTCS
TEXHHUYECKHE CPEJICTBA Ay TCHTU(DUKALHH).

CoTpyZHHKH IIKOJIBI IOJDKHBI OOECTIeYHBATh HAMJICXKAILYIO 3aluTy 00OopymoBaHus,
ocraBisieMoro 6e3 MpUCMOTpa, 0COOEHHO B TEX CIIydyasX, KOrja B IOMEIIEHHE HMEIOT JOCTYIl
HNOCTOpPOHHME JHIa. Bece nonp3oBareny NonKHBI 3HaTh TpeOoBaHUA mo GezomacHoctd IT/IH u
IpOLIEAYPhI 3alIMTEl 000pyIOBaHMS, OCTABJICHHOro 06€3 MPHUCMOTpa, a TAKXKe CBOM 00A3aHHOCTH
10 00€eCTIEYeHHIO TaKOH 3allUThL

CoTpyaHHKaM 3allpeIaeTcsl YCTaHABIMBATh IOCTOPOHHEE IPOrpaMMHoe obecrieyeHue, u
3alMChIBATh HA HE3aPETUCTPHUPOBAHHBIE HOCUTENH 3AIIUINAEMYIO HHOPMALIHIO.

CoTpyrHHKaM 3anpelnaeTcs pasriamarh 3aliiaeMyo HHGOPMAIIKIO, KOTopas CTajia UM
H3BECTHA NpH paboTe ¢ ”HGOPMAITMOHHBIMU CHCTEMAMH LIKOJIBI, TPETHUM JIHLIAM.

IIpu pabote ¢ I1JJn B UCIIJIH coTpyAHHKH LIKONBI 00si3aHbI O0ECIEYNTh OTCYTCTBHE
BO3MOXHOCTH IpocMoTrpa ITJIH TpeTsrMu nuiamu ¢ MOHUTOPOB APM umu TepMUHANoOB.

Ilpn 3aBepmenun paborel ¢ WUCIIJIH corpynHukd oO0s3aHbl 3amutute APM umnn
TEPMHHAIBI C IIOMOINBIO OJIOKMPOBKH KIIOUYOM MIIM 3KBHBAJIEHTHOIO CPEICTBa KOHTPOJIA,
HanpuMep, JOCTYIIOM M0 NTAapOIII0, ECIIH HE UCIIONB3YIOTCS 60Jiee CHIIBHBIE CPEICTBA 3AIUTEHIL.

Cotpynnuku o0s3aHbl 6e3 mpomemieHus coobmarh 000 BCeX HaOMIONACMBIX WM
NONO3pUTENbHBIX cinyydasx pabotsl UCII/(H, Morymux nosieds 3a coboi yrpo3sl 6€300acHOCTH
IIJ#, a Take O BBIBIEHHBIX MMM COOBITHSAX, 3aTparHBalommx OesomacHocTs I1J]H,
PYKOBOACTBY NMOApa3AENCHUA U JIMIly, OTBEYAIOLIEMY 32 HEMEAJICHHOE pearHpOBaHUE Ha yIrpo3bl
6esomacHoctu I1/1H.

6. Ilepuoa peiicTBHA U NOPAI0K BHECEHUN H3IMEHEHH

Hacrosimas Ilonutuka yTBep)XaaeTcs IpHKa3oM HIKOJIBL

[onutuka npusHaércs yrpaTuBIned CHIIy Ha OCHOBaHHH IIpHKa3a AUPEKTOpPa IIKOJIBL.

Wzmenenus B [IoMUTHKY BHOCATCS IPHKA30M AUPEKTOPA LIKOJIBL.

W3MeHeHHs BHOCSTCS B CIIEAYIOIIMX CIIy4asx:

- IpY M3MEHEHHNH yKa30B ¥ 3akoHOB P® B obnactu 3amuTel HHGOPMAILHH;

- TIpH U3MECHEHUH BHYTPEHHHX HOPMATHBHBIX JOKYMEHTOB (MHCTPYKLHH, MOJIOXECHHUH,
PYKOBOACTB), KacarOIUXCs JaHHOH IOJTATHKH;

- Opd NPOUCIIECTBUM M BBHIABJICHHM HHIMACHTAa (MHUMUAECHTOB) MO HAPYIICHHIO

HH(OPMaHOHHOM 6€30MacHOCTH, BIEKYIIEro yepd mKoJe.



MyuuuunansHnoe 61okeTHOe 06meobpa3oBaTe/IbHOE yIpexKaeHHe
«Kbicb1-Cripckasi cpeqHss 06meo0pasoBarejbHasi MK0JIa»
MYHHIHIAJILHOro paiona «Bumoiicknii yayc (paiton)»
Pecrry6inxu Caxa (SIkyTus)

MIPUKA3 Ne £OF ~V?

«13» saBaps 2019 roxa

«O pazpaboTke H pa3MeIleHns Ha OQUIMANTEHOM caiiTe
o6pa3oBaTeIbHO OpraHU3alyu

HOJIUTUKY HHPOPMAIIMOHHON 6e30I1aCHOCTH)

PykoBoxctBysce yacTsio 2 cr 18.1. @3 o1 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX
AasHBIX», O3 o1 29.12.2010 Ne 436-P3 «O 3ammuTe nereit oT HHGOPMAIH, IPUYMHSIOMEH Bpe
HX 3[I0OPOBBIO M PA3BUTHION,

TTpuka3biBaro:

1. Pa3mecTuTh HHPOPMALHIO O OJUTHKE HHPOPMAMOHHOK 6€30MACHOCTH B
HH(OPMAaHOHHO-TEIEKOMMYHHKAIIHOHHOM ceTH « IHTepHET»

2. PaspaGoTath ¥ BBECTH B JeiiCTHE HOIUTHKY UHG)OPMAIMOHHOM G€30MaCHOCTH.

3. Hasnauyuts VMBaHOBa AHaro/Ms AHATOILEBHYA , TEXHHYECKOTO CIEIHAATHCTA IO
BHEIIHEMY COBMECTHUTENILCTBY, OTBETCTBEHHBIM 32 HH(POPMAIMOHHYIO 6€30I1acHOCTh
o06pa3oBaTeNIbHOM OpraHu3alyy.

4. KoHTpoJib UCTIONHEHHUS TIPHUKa3a OCTABJISIO 32 COOOH.

Hupexrop MBOY <<KCCOLI§f>>’ T.M.boraganosa



